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CUVANT
la deschiderea ceremoniei de acordare a titlului de
Doctor Honoris Causa Legum Scientiae
al Universitatii de Vest din Timisoara
Domnului Prof.Dr.Dr.h.c.mult. Ulrich Sieber

Distinsi Membri ai Senatului Universitatii de Vest din Timisoara,
Stimati invitati,

Dragi colegi, dragi studenti,

Onorat auditoriu,

Stimate Domnule Profesor Universitar Doctor Ulrich Sieber,

Comunitatea academica a Universitatii de Vest din Timisoara are deosebitul privilegiu de
a-1 invita sd 1 se alature pe reputatul Profesor Ulrich Sieber, director al Institutului Max Planck
pentru drept penal international si strdin din Freiburg, Germania.

A vorbi despre Profesorul Sieber este un demers 1n acelasi timp facil si complex.

Este complex, pentru cd numai enumerarea contributiilor sale in domeniul dreptului penal
presupune un efort semnificativ. Autorul a publicat 16 cérti si peste 120 de articole, studii si
rapoarte stiintifice, a editat peste 35 de monografii, a ingrijit 8 colectii de specialitate, lucrarile
Domniei Sale fiind traduse in 16 limbi. De asemenea, a fost expert consultat de organisme
internationale, precum Consiliul Europei, Comisia Europeand, Organizatia pentru Cooperare si
Dezvoltare Economica, Organizatia Natiunilor Unite sau Camera Internationald de Comert din
Paris, si a redactat opinii juridice pentru Tribunalul Penal International pentru fosta Yugoslavie,
precum si pentru Ministerul canadian de justitie, Senatul Statelor Unite ale Americii si Agentia
Nationali de Politie a Japoniei. Intre aceste coordonate, date de miile de pagini scrise cu acribie
pe teme diverse, nu gresim daca denumim contributia profesorului la dezvoltarea dreptului penal
ca fiind ,,Biblioteca Sieber”.

Este totusi facil sd vorbesti despre activitatea profesorului omagiat astazi pentru cd, de
fapt, ea vorbeste de la sine. Inci de la inceput, profesorul Ulrich Sieber a avut intuitia si
perspectiva vizionarului de a se dedica legaturilor interdisciplinare dintre tehnologie si drept,
elaborand teza de doctorat Criminalitatea informatica si dreptul penal (Computerkriminalitdt
und Strafrecht), care a fost tradusa imediat in japoneza. Subiectul tratat nu avea audienta pe care
o0 are astdzi o asemenea tema, si totusi autorul s-a dedicat cu pasiune unui domeniu neexplorat
pana atunci si fascinant.
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Aceastd pasiune l-a purtat din Germania in Japonia si din America de Sud in China.
Incursiunile stiintifice ale Domniei Sale in spatii juridice atat de diverse demonstreaza abilitatile
unui veritabil comparatist, ancorat in cele mai controversate teme ale secolului actual. In acest
sens, Profesorul Sieber poate fi considerat creatorul dimensiunii penale a dreptului internetului,
domeniu care I-a consacrat inca de la sustinerea tezei de doctorat, in anul 1977. Profesorul Sieber
a surprins, in manierd captivantd, dar transantd in acelasi timp, simptomatologia riscului global in
societatea informatizata de azi, o data cu publicarea lucrarii de referinta in domeniu — Criminal
Law in the Global Risk and Information Society: The paradigm shifts of the 21*' century (tradusa
in limba chineza, in anul 2012). Profesorul Sieber promoveaza constant increderea in stiinta ca
reactie la societatea secolului XXI, caracterizatd de riscuri globale de securitate si avalansa
informationala.

Profesorul Ulrich Sieber este fondatorul si promotorul Scolii de cercetare in domeniul
dreptului penal comparat (International Max Planck Research School for Comparative Criminal
Law), rezultata din asocierea Institutului Max Planck din Freiburg si a Facultatii de Drept din
cadrul Universitatii din Freiburg.

Au trecut 40 de ani de la publicarea tezei de doctorat a profesorului Sieber in domeniul
criminalitatii informatice, insa ecourile acelor idei inovatoare continud sa rasune si azi, atat in
cele mai prestigioase medii academice, cat si in cercurile practicienilor constanti ai dreptului
penal.

Activitatea de cercetare a profesorului Sieber la Institutul Max Planck pentru drept penal
international si strdin din Freiburg este adaptatd la evolutia actuala din domeniul dreptului penal
si al politicii penale din societatea informationala de azi, caracterizata de risc global. O data cu
aceasta evolutie, apar noi provocari la adresa dreptului penal si a securitdtii internationale.
Factorii care imprimd acestor provocari un caracter de urgenta sunt dimensiunea tot mai
accentuat transfrontaliera a fenomenului criminal, gradul ridicat de amenintare pe care il
prezintd, precum si complexitatea deosebita a acestor provocari. Astfel de factori pot fi regasiti,
cu precadere, in cazul terorismului, al crimei organizate, al criminalitdtii economice si al celei
informatice — toate aceste domenii facand cu precadere obiectul cercetarii stiintifice a
Profesorului Sieber. Evolutia de care aminteam anterior a fortat limitele dreptului penal
traditional in ceea ce priveste protectia societatii si garantarea libertatilor individuale. Ca reactie
la aceastd situatie, se contureaza noi proiecte, de exemplu elaborarea, la nivel teoretic, a unui
drept penal transnational autentic, precum si o mai buna intelegere a rolului dreptului penal in
contextul interesului tot mai accentuat catre problemele de securitate, precum si construirea unor
sisteme alternative de control social.

Profesorul Ulrich Sieber nu este doar un savant al dreptului. Domnia sa a inteles

importanta confruntarii ideilor cu experienta practicd. Nu ne surprinde, deci, activitatea sa de
referinta ca avocat in domeniul dreptului tehnologiilor de calcul sau opiniile juridice redactate
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pentru Parlamentul german, Curtea Federala Constitutionald din Germania, Ministerul german de
justitie, Ministerul german al educatiei, stiintei si tehnologiei sau Biroului Federal al Politiei
germane.

Profesorul Ulrich Sieber a contribuit la consolidarea relatiilor dintre Facultatea de Drept
din cadrul Universitatii de Vest din Timisoara si institutul pe care il conduce prin facilitarea unor
stagii de pregatire si documentare a unor tineri specialisti romani In Germania si a acceptat sa
gireze din punct de vedere stiintific aparitia mai multor studii in periodice roménesti de
specialitate precum Journal of Eastern European Criminal Law, Revista de drept penal sau
Dreptul.

Stimate Domnule Profesor Ulrich Sieber,

Decernandu-va astazi titlul de Doctor Honoris Causa Legum Scientiae, Universitatea de
Vest din Timisoara recunoaste public meritele Dumneavoastra si este convinsa ca, prin aldturarea
Domniei Voastre comunitatii academice pe care o reprezint, prestigiul acestei institutii se va
consolida.

Va urez multd sandtate si putere de muncd pentru a continua cu aceeasi pasiune
activitatea Dumneavoastrd orientatd spre definirea unui orizont comun care si acomodeze
excelenta din spatiul juridic european.

Prof. univ. dr. Marilen-Gabriel Pirtea

ﬂ il g7l =

Rectorul Universitatii de Vest din Timisoara

Timisoara, 30 martie 20156
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FOREWORD
to the Ceremony of Awarding the Title
Doctor Honoris Causa Legum Scientiae
of the West University of Timisoara
to
Professor Dr.Dr.h.c.mult. Ulrich Sieber

Distinguished Members of the Senate of the West University of Timisoara,
Esteemed guests,

Dear colleagues, dear students,

Honoured audience,

Highly esteemed Professor Ulrich Sieber,

The academic community of the West University of Timisoara is highly honoured to
invite to join it the reputable Prof. Dr. Dr. h.c. mult. Ulrich Sieber, director of the Max Planck
Institute for Foreign and International Criminal Law in Freiburg im Breisgau, Germany.

Talking about Professor Sieber may prove to be a task which is at the same time easy and
complicated. It is complicated, since the mere enumeration of his contributions in the area of
criminal law implies a significant effort. The author has published 16 books and more than 120
articles, studies and scientific reports, has been editor to more than 35 monographs, 8 criminal
law journals, his works being translated in 16 languages (English, Danish, Dutch, French, Italian,
Spanish, Portuguese, Polish, Chinese, Persian, Japanese, Korean, Turkish, Hungarian, Russian,
and Greek). Additionally, he has been consulted by international institutions, such as the Council
of Europe, the European Commission, the Organization for Economic Co-operation and
Development, the United Nations Organization, the International Chamber of Commerce in Paris
and has written expert opinions for the International Criminal Tribunal for the former
Yugoslavia, as well as for the Canadian Ministry of Justice, the U.S. Senate and the National
Police Agency of Japan.

By the end of this overview, we shall not be mistaken to call the scientific contribution of
Professor Sieber — the “Sieber Library”. There are thousands of pages written with accuracy on
various topics, an ocean of publications that are difficult to store and, all the more difficult, to
assimilate.

Yet, it is easy to talk about the activity of the Professor, whom we honour today, because
it speaks for itself. Ever since the beginning of his career, Professor Sieber has had the intuition

Page | 6



and the perspective of a visionary who dedicated himself to the interdisciplinary connections
between law and technology, writing his PhD thesis on Computer Crime and Criminal Law
(Computerkriminalitit und Strafrecht), immediately translated into Japanese. The addressed
topic did not have the impact it enjoys today, and yet, the author passionately dedicated himself
to a fascinating domain, that had not been explored until then.

This passion has taken him from Germany to Japan and from South America to China.
His scientific approaches to legal areas that are so diverse demonstrate the skills of a true
comparatist, attuned to the most controversial topics of the century. In this sense, Professor
Sieber can be considered the creator of the criminal dimension of Computer Law, an area that
has consecrated him ever since the defence of his PhD thesis in 1977. Professor Sieber has
exposed, captivatingly, yet rigorously, the symptomatology of global risk in today’s information
society, on the release of his reference work - Criminal Law in the Global Risk and Information
Society: The paradigm shifts of the 21st century (published in Chinese in 2012). Professor Sieber
has constantly promoted the trust in science, as a reaction to the 21* century society, represented
by risks to the global security and avalanche information.

Professor Sieber is the founder and promoter of the International Max Planck Research
School for Comparative Criminal Law, a cooperative venture of the Max Planck Institute in
Freiburg and the Law Faculty of the University of Freiburg.

More than 40 years have passed since the publication of Professor Sieber’s PhD thesis
and yet the echoes of those innovative ideas continue to be reflected today, both in the most
prestigious academic milieus, and among constant practitioners of criminal law.

Professor’s Sieber research activity at the Max Planck Institute in Freiburg is adapted to
the current evolution of criminal law and criminal policy in today’s information society,
dominated by global risk. This evolution triggers new challenges to criminal law and
international security. The elements that ring the alarm are the ever increasing cross-border
dimension of criminal law, the high level of threat that they represent, as well as the utmost
complexity of such challenges. These elements are incident especially to terrorism, organized
crime, economic crime, and cybercrime — all such domains being the subject-matter of the
research programme of Professor Sieber. The evolution previously referred to has forced the
limits of traditional criminal law as concerns the protection of society and the guarantees of
individual freedom. As a reaction to this occurrence, new projects emerge, for instance the
creation, at least at a theoretical level, of an authentic transnational criminal law, as well as a
better understanding of the role of criminal law in the context of an increasing interest for
security issues, as well as the settlement of alternative systems of social control.

Professor Sieber is not just a scholar of law. He has understood the importance of
confronting his ideas with practical realities. Therefore, it is no surprise that he has acted as an
attorney-at-law specialised in computer law, has drawn up expert opinions for the German
Parliament and has advised the German Federal Constitutional Court, the German Ministry of
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Justice, the German Ministry of Education, Science, Research, and Technology, and the German
Federal Police Office.

Furthermore, Professor Sieber has contributed to the strengthening of the relations
between the Law Faculty of Timisoara and the Institute he directs, by facilitating a series of
training and research sessions for young Romanian scholars in Germany, and has accepted to
support several Romanian periodicals, such as Journal of Eastern-European Criminal Law,
Criminal Law Journal (Revista de drept penal) or The Law (Dreptul).

Highly Esteemed Professor Dr. Dr. h.c. mult. Ulrich Sieber,

Today, by awarding you the honorary degree of Doctor Honoris Causa Legum Scientiae,
the West University of Timisoara publicly recognises your merits and is persuaded that, by your
joining the academic community which I represent, this institution shall enhance its prestige.

I am wishing you good health and strength so that you can continue, with the same
passion, your activity aimed at defining a common horizon which shall accommodate excellence
in the European legal space.

Professor Marilen-Gabriel Pirtea
ﬂd&dﬁzﬂ g%

Rector of the West University of Timisoara

Timisoara, 30" of March, 2016

Page | 8



LAUDATIO

In Honorem Magistri ULRICH SIEBER

Onorat prezidiu,

Distinsi Membri ai Senatului Universitatii de Vest din Timisoara,
Stimati invitafi,

Dragi colegi, dragi studenti,

Onorat auditoriu,

Stimate Domnule Profesor Universitar Doctor Ulrich Sieber,

Ma simt extrem de onorat sa tin acest discurs de Laudatio in onoarea profesorului Ulrich
Sieber, unul dintre cei mai cunoscuti specialisti in domeniul dreptului penal din Germania, 0
figura marcanta a lumii academice internationale, cu ocazia decernarii titlului onorific de Doctor
Honoris Causa Legum Scientiae, cea mai insemnata distinctie onorifica a Universitatii de Vest
din Timisoara, acordata la propunerea Facultatii de Drept.

Profesorul Ulrich Sieber este director al Institutului Max Planck pentru drept penal strain
si international din Freiburg, Germania, si profesor onorific si membru al corpului academic la
Facultatile de Drept de pe langa Universitatile din Freiburg si Munchen, fiind abilitat sd conduca
studii doctorale si post-doctorale inca din 2004.

Ulrich Sieber este profesor invitat la departamentele de drept ale Universitatii din Peking,
Universitatea din Renmin, Universitatea din Beijing si Universitatea din Wuhan (Republica
Popularda Chinezd), precum si profesor onorific la Universidad Tecnoldgica de los Andes
(Cusco/Peru). In 1994, a fost profesor invitat la Universitatea din Tokyo.

Profesorul Sieber este doctor onorific al Universitatii din Atena/Grecia, precum si al
universitatilor din San Marcos (Lima/Peru), Altiplano (Puno/Peru), Pécs/Ungaria si al
Universitatii de Sud-Vest Neofit Rilski Blagoevgrad/Bulgaria.

Profesorul Sieber si-a lansat cariera academica la Universitatea din Freiburg, unde a
activat ca si cercetitor si membru al personalului academic din 1973 pana in 1987. In 1977, i s-a
acordat titlul de doctor pentru teza sa privind criminalitatea informatica i dreptul penal
(Computerkriminalitidt und Strafrecht). Aldturi de activitatea academica, a lucrat ca avocat
specializat in dreptul tehnologiei informatiilor din 1978 pana in 1987.

A obtinut o bursa post-doctoralda sub conducerea profesorului Klaus Tiedemann la
Universitatea din Freiburg, in 1987, cu o feza de abilitare pe tema relatiei dintre dreptul penal
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material si procedura penald. In acelasi an, a acceptat functia de profesor de drept penal,
proceduri penald si dreptul informatiilor la Universitatea din Bayreuth. In 1991, Ulrich Sieber
devine profesor de drept penal, procedura penala, dreptul informatiilor si informatica juridica la
Universitatea din Wiirzburg, unde, in perioada 1997-1998, a ocupat si functia de decan al
Facultatii de Drept.

In aprilie 2000, a acceptat invitatia de a-i urma profesorului Claus Roxin la Universitatea
din Miinchen. In octombrie 2003, profesorul Sieber a fost numit director al Institutului Max
Planck pentru drept penal strain si international din Freiburg, succedandu-i pe profesorii Hans-
Heinrich Jescheck si Albin Eser. Este initiatorul si purtatorul de cuvant al Scolii internationale de
cercetare Max Planck in domeniul dreptului penal comparat, fructul cooperarii dintre Institutul
Max Planck din Freiburg si Facultatea de Drept a Universitatii din Freiburg.

Pe langa activitatile sale academice, Profesorul Sieber continua sa fie activ in calitate de
expert consultant si consilier, in special in domeniul dreptului cibernetic, dreptului penal
economic si al dreptului penal international. In aceasta calitate, a indeplinit functia de consilier
special pe langa doi comisari ai Comisiei Europene, gratie bogatei sale experiente din domeniul
dreptului cibernetic. A activat, de asemenea, In comisia juridica si in mai multe comisii de
ancheta ale Parlamentului german si a consiliat Curtea Constitutionald Federald a Germaniei,
Ministerul german al justitiei, Ministerul german al educatiei, stiintei, cercetarii si tehnologiei,
precum si Oficiul federal de politie german. A oferit consiliere, de asemenea, Consiliului de
Ministri si Adunarii Parlamentare a Consiliului Europei, Comisiei Europene, ministrilor
cercetarii natiunilor Grupului celor Opt - G-8 (Grupul Carnegie), Organizatiei pentru Cooperare
Economica si Dezvoltare, Organizatiei Natiunilor Unite si Camerei Internationale de Comert din
Paris.

In calitatea sa de autoritate academica in domeniul dreptului penal, Profesorul Sieber a
exprimat opinii de specialitate si a fost consultant pentru Tribunalul Penal International pentru
fosta Iugoslavie, precum si pentru Ministerul Justitiei al Canadei, Senatul Statelor Unite,
Comitetul de supraveghere a vietii private si a libertatilor civile a Guvernului SUA si Agentia
Nationala de Politie a Japoniei.

In Germania, Profesorul Sieber este presedintele si membru fondator al Asociatiei
Germane de Drept Penal European (Deutsche Vereinigung fiir Europdisches Strafrecht e.V.),
vicepresedinte al sectiunii germane a Asociatiei Internationale de Drept Penal (Association
Internationale de Droit Pénal, AIDP), membru al consiliului de administratie al Centrului
European de Drept al Universitatii din Wiirzburg, presedinte al Consiliului de Etica al Societatii
Max Planck, membru al consiliului director al Fundatiei Germane pentru Drept si Informatica
(DSRI), membru al comitetului de selectie al Fundatiei Minerva, membru consultant al
directoratului Centrului pentru Securitate si Societate al Universitatii din Freiburg, membru al
comitetului consultativ al Academiei Nationale Germane de Stiintd (Leopoldina) si al Fundatiei
Germane de Cercetare (DFG) pe probleme legate de desfasurarea cercetarii in domeniul
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securitatii, precum si membru al comisiei de siguranta a informatiilor al Societatii Max Planck,
precum si al consiliului director al Fundatiei Olav Brennhovd.

Pe plan international, Domnia sa este vice-presedintele Comitetului Stiintific al
Asociatiei Internationale de Drept Penal (AIDP), vicepresedintele Academiei Internationale de
Drept Comparat (IACL), vicepresedintele Societatii internationale de aparare sociald pentru o
politicd umanistd (ISSD), membru al consiliului director al Institutului International de Studii
Superioare de Stiinte Penale (ISISC), reprezentantul Germaniei in cadrul Retelei Academice de
Drept Penal European (ECLAN), membru de onoare al Asociatiei Japoneze al Profesorilor de
Drept penal si membru de onoare al Ilustre Colegio de Abogados del Cusco.

Domnul Profesor Sieber este editor al Strafrechtliche Forschungsberichte [Rapoarte
privind cercetarea in dreptul penal] al Institutului Max Planck pentru Drept Penal Strdin si
International (Duncker & Humbolt), al periodicului european ius informationis si ius criminale
(Carl Heymmans Verlag) si al periodicului Max Planck Research on International, European,
and Comparative Criminal Law [Cercetarile Max Planck asupra dreptului penal international,
european, si comparat] (Oxford University Press). Domnia sa este co-editor al Interdisziplindire
Forschungen aus Strafrecht und Kriminologie [Cercetari interdisciplinare de Drept penal si
Criminologie], al unei colectii de legi penale straine in traducere germana si al perodicului
european series ius europaeum (Nomos Verlag). Domnia sa este, de asemenea, co-editor al
Zeitschrift fiir die gesamte Strafrechtswissenschaft (ZStW) si al Auslandsrundschau der
Zeitschrift fiir die gesamte Strafrechtswissenschaft, precum si al publicatiei periodice Multimedia
und Recht si membru al comitetului consultativ al revistei Computer und Recht.

Domnul Profesor Sieber este, in acelasi timp, redactor-sef al publicatiei on-line eucrim si
membru al consiliilor editoriale al revistei Computer Law and Security Review, al Series on
International Criminal Law, al revistei Crime, Law and Social Change si al International
Criminal Law Review. Domnia sa este membru al comitetul de redactic al revistei ruse
Securitatea Nationald si membru al consiliilor consultative al European Journal of Crime,
Criminal Law and Criminal Justice, al New Journal of European Criminal Law, al Money
Laundering Control si membru al comitetului consultativ al Peking University Law Journal.
Domnia sa este, de asemenea, membru al comitetului stiintific international al Revista Penal, al
comitetului stiintific al Revista Penal México, al comitetului stiintific international al Revue de
science criminelle et de droit pénal comparé (RSC), precum si al comitetelor stiintifice ale
revistelor sarbe Crimen - Journal for Criminal Justice si al revistei Dreptul (publicata de
Uniunea Juristilor din Roméania). Domnia sa este si membru al comitetului de onoare al revistei
romane Revista de Drept Penal si membru al comitetului stiintific al Journal of Eastern
European Criminal Law, precum si membru al publicatiei grecesti on-line Recht und Neue
Technologien.

Programul de cercetare al Profesorului Sieber in cadrul Institutului Max Planck pentru
Drept Penal Strdin si International din Freiburg se desfasoara in stransa legdturd cu schimbarile
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actuale din domeniul infractionalitatii, al dreptului penal si al politicii penale In societatea
globald de astdzi a informatiei si a riscului. Aceste schimbari ridicd noi provocari la adresa
dreptului penal si a dreptului emergent al securitatii.

Printre factorii care contribuie la urgenta acestor provocdri se numara transnationalizarea
criminalitatii, nivelul ridicat al amenintarilor pe care ea le implicd si gradul sporit de
complexitate al acestora. Factorii sus amintiti joacd un rol major in domenii precum terorismul,
crima organizatd, infractionalitatea economicd si ciberneticd — toate reprezentand prioritati ale
programului de cercetare. Aceste evolutii au determinat depdsirea limitelor teritoriale si
functionale ale dreptului penal traditional, in ceea ce priveste protectia societdtii si garantarea
libertatilor individuale. Astfel, au aparut provocari noi, generate de conceptul de drept penal
transnational eficient, de rolul dreptului penal in contextul emergentei unei orientdri preventive
spre interese de securitate, si de sisteme alternative de control social.

In acest context, programul de cercetare al Departamentului de Drept Penal din cadrul
Institutului Max Planck pentru Drept Penal Strain si International urmareste trei obiective
inrudite si progresive: (1) analiza schimbarilor empirice in ceea ce priveste delincventa si
riscurile de securitate intr-o societate modelatd de globalizare, avans tehnologic si dezvoltare
economicd; (2) analiza si evaluarea criticd a schimbarilor normative corelative in dreptul
contemporan al securitdtii; si (3) oferirea unor solutii viabile pentru problemele generate de
aceste schimbari.

Principalele metode de cercetare care sprijina realizarea acestor obiective se bazeaza pe
studiul doctrinei dreptului penal international si a dreptului penal comparat, precum si pe metode
de cercetare sociala empirica si incursiuni in domeniul teoriei dreptului, al dreptului international
si european, al drepturilor omului. In acest fel, se poate determina un cadru de referinta pentru
justitia penald In sisteme caracterizate de existenta mai multor nivele.

Din punctul de vedere al dreptului penal comparat, publicatiile Profesorului Sieber
trateaza, in special, probleme legate de globalizare, de dreptul penal european, terorism, crima
organizatd, infractionalitate cibernetica si dreptul comunicatiilor. Doud dintre cartile Domniel
Sale au fost traduse in limba japoneza, iar ,,Manualul International de Criminalitate Cibernetica”,
al carui autor este, a fost publicat in limba franceza. Multe dintre articolele Domniei Sale in
domenii ca dreptul comunicatiilor si dreptul penal economic au fost publicate in limbile chineza,
daneza, engleza, franceza, greacd, italiand, japoneza, coreeand, persand, portugheza, poloneza,
spaniold si turcd. De asemenea, au fost publicate in limbile chineza, japoneza si coreeana
antologii cuprinzand articole de referinta purtand semnatura Domniei Sale.

Titlul onorific care i se acorda astizi Domnului Profesor Ulrich Sieber constituie un
exemplu concret de succes al relatiilor de colaborare pe care Universitatea de Vest din Timisoara
le are cu institutii academice la nivel international, precum si o dovada a faptului ca stiinta este
un instrument de legatura care tinde sa devina unul dintre cele mai importante elemente de
cristalizare a umanitatii. Suntem onorati de faptul cd, acordandu-va acest titlu onorific, ne putem
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aduce contributia la consolidarea relatiilor dintre institutiile noastre si facilitarea intelegerii
reciproce. Ne bucuram sa putem onora astfel opera stiintifica a unui jurist de exceptie, al carui
renume este binecunoscut atat in Germania, cat si in comunitatea academica internationala.

In lumina considerentelor sus-mentionate, propunerea Facultitii de Drept din cadrul
Universitatii de Vest din Timisoara, de a acorda titlul onorific de Doctor Honoris Causa Legum
Scientiae Domnului Profesor Ulrich Sieber, este pe deplin justificata.

Onorate Domnule Profesor Ulrich Sieber,

Ne bucurd prezenta Dumneavoastra astdzi in sanul comunitdtii noastre academice,
ocazionatd de acordarea titlului onorific de Doctor Honoris Causa Legum Scientiae al
Univeristatii de Vest din Timisoara, pentru recunoasterea meritelor Dumneavoastra deosebite n
dezvoltarea unui parteneriat bazat pe cooperare intre institutiile pe care le reprezentam.

Membrii Comisiei de analizd pentru acordarea titlului onorific de Doctor Honoris Causa
Legum Scientiae

Presedinte,
Prof. univ. dr. Marilen-Gabriel Pirtea — Rectorul Universitatii de Vest din Timisoara
Membri,

Prof. univ. dr. Lucian Bercea — Decanul Facultatii de Drept din cadrul Universitatii de Vest din
Timisoara
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LAUDATIO

In Honorem Magistri ULRICH SIEBER

Honoured Members of the Presidium,

Distinguished Members of the Senate of the West University of Timisoara,
Dear esteemed guests,

Dear colleagues, dear students,

Honoured audience,

Highly esteemed Professor Ulrich Sieber,

| am extremely honoured to deliver the Laudatio Speech in honour of Professor Ulrich
Sieber, one of the most renowned specialists in criminal law of Germany, a leading figure of the
international academic world, on the occasion of his being awarded the honorary degree of
Doctor Honoris Causa Legum Scientiae, the highest honorary award of the West University of
Timisoara, upon proposal of the Faculty of Law.

Prof. Dr. Dr. h.c. mult. Ulrich Sieber is a director at the Max Planck Institute for Foreign
and International Criminal Law in Freiburg/Germany and an honorary professor and faculty
member at the law faculties of the University of Freiburg and the University of Munich, with the
authorization to confer doctoral and post-doctoral degrees since 2004.

He is a visiting professor at the law departments of Peking University, Renmin
University, Beijing Normal University and Wuhan University (People’s Republic of China), as
well as an honorary professor at the Universidad Tecnoldgica de los Andes (Cusco/Peru). In
1994, he was a visiting professor at the University of Tokyo.

He is the recipient of honorary doctorates from the National and Kapodistrian University
of Athens/Greece, the National University of San Marcos (Lima/Peru), the National University
of the Altiplano (Puno/Peru), the University of Pécs/Hungary, and from South-West University
Neofit Rilski Blagoewgrad/Bulgaria.

Professor Sieber launched his academic career at the University of Freiburg, where he
was a researcher and academic staff member from 1973 to 1987. In 1977, he was awarded a
doctorate for his dissertation on computer crime and criminal law (Computerkriminalitit und
Strafrecht) and completed the bar exam. In addition to his academic work, he also worked as an
attorney specializing in computer law from 1978 to 1987.

He earned a post-doctoral lecturing qualification under the supervision of Professor Klaus
Tiedemann at the University of Freiburg in 1987 with a Habilitation on the relationship between
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substantive criminal law and criminal procedure. In the same year, he accepted a position as
professor of criminal law, criminal procedure, and information law at the University of Bayreuth.
In 1991, Ulrich Sieber became professor of criminal law, criminal procedure, information law,
and legal informatics at the University of Wiirzburg, where he was dean of the law faculty from
1997 to 1998.

In April 2000, he accepted an appointment to succeed Professor Claus Roxin at the
University of Munich. In October 2003, Professor Sieber was appointed director at the Max
Planck Institute for Foreign and International Criminal Law in Freiburg, succeeding Professor
Hans-Heinrich Jescheck and Professor Albin Eser. He is the initiator and spokesperson of the
International Max Planck Research School for Comparative Criminal Law, a cooperative venture
of the Max Planck Institute in Freiburg and the Law Faculty of the University of Freiburg.

In addition to his academic activities, Professor Sieber continues to be active as an expert
consultant and advisor, especially in the areas of computer law, economic criminal law and
international criminal law. In this capacity, he has served as a special advisor to two EC
Commissioners with his expertise on issues of computer law and EC fraud. He has also served
on the legal committee and several enquiry commissions of the German Parliament and has
advised the German Federal Constitutional Court, the German Ministry of Justice, the German
Ministry of Education, Science, Research, and Technology, and the German Federal Police
Office. He has also advised the Council of Ministers and the Parliamentary Assembly of the
Council of Europe, the European Commission, the Research Ministers of the G-8 nations
(Carnegie Group), the Organisation for Economic Co-operation and Development, the United
Nations, and the International Chamber of Commerce in Paris.

As an academic authority in criminal law, he has written expert opinions for and been a
consultant to the International Criminal Tribunal for the former Yugoslavia as well as the
Canadian Ministry of Justice, the U.S. Senate, the Privacy and Civil Liberties Oversight Board of
the U.S. Government, and the National Police Agency of Japan.

In Germany, Professor Sieber is president and a founding member of the German
Association for European Criminal Law (Deutsche Vereinigung fiir Europdisches Strafrecht
e.V.), vice-president of the German section of the International Association of Penal Law
(Association Internationale de Droit Pénal, AIDP), member of the board of the European Center
of Law at the University of Wiirzburg, chairman of the Ethics Council of the Max Planck
Society, member of the foundation board of the German Foundation for Law and Computer
Science (DSRI), member of the scholarship council of the Minerva Foundation, advisory
member of the directorate of the Centre for Security and Society of the University of Freiburg,
member of the advisory board of the German National Academy of Science (Leopoldina) and the
German Research Foundation (DFG) for questions concerning the handling of security-relevant
research, and member of the information safety commission of the Max Planck Society, as well
as of the foundation board of the Olav Brennhovd Foundation.
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Internationally, he is vice-president of the Scientific Committee of the International
Association of Penal Law (AIDP), vice-president of the International Academy of Comparative
Law (IACL), vice-president of the International Society of Social Defence and Humane Criminal
Policy (ISSD), member of the board of directors of the International Institute of Higher Studies
in Criminal Sciences (ISISC), German contact point for the European Criminal Law Academic
Network (ECLAN), honorary member of the Japanese Association of Criminal Law Professors,
and honorary member of the llustre Colegio de Abogados del Cusco.

Professor Sieber is editor of the Strafrechtliche Forschungsberichte [Reports on Research
in Criminal Law] of the Max Planck Institute for Foreign and International Criminal Law
(Duncker&Humbolt), of the European series ius informationis and ius criminale (Carl
Heymmans Verlag) and of the series Max Planck Research on International, European, and
Comparative Criminal Law (Oxford University Press). He is co-editor of the Interdisziplindire
Forschungen aus Strafrecht und Kriminologie [Interdisciplinary Research in Criminal Law and
Criminology], of a collection of foreign criminal laws in German translation, and of the
European series ius europaeum (Nomos Verlag). He is also co-editor of the Zeitschrift fiir die
gesamte Strafrechtswissenschaft (ZStW) and of the Auslandsrundschau der Zeitschrift fiir die
gesamte Strafrechtswissenschaft and the periodical Multimedia und Recht, and serves on the
advisory council of the journal Computer und Recht.

Professor Sieber is at the same time editor-in-chief of the online publication eucrim and a
member of the editorial boards of Computer Law and Security Review, of the Series on
International Criminal Law, of the journal Crime, Law and Social Change, and of the
International Criminal Law Review. He is a member of the editorial staff of the Russian journal
National Security and a member of the advisory boards of the journal European Journal of
Crime, Criminal Law and Criminal Justice, the journal New Journal of European Criminal Law,
the journal Money Laundering Control and a member of the advisory committee of the journal
Peking University Law Journal. He is also a member of the international scientific committee of
the Revista Penal, of the scientific committee of the Revista Penal México, of the international
scientific committee of the journal Revue de science criminelle et de droit pénal comparé (RSC),
and of the scientific councils of the Serbian journal Crimen - Journal for Criminal Justice and
the journal Dreptul (published by the Romanian Lawyers Association). He is a member of the
honorary committee of the Romanian journal Revista de Drept Penal and serves on the scientific
board of the Journal of Eastern European Criminal Law as well as on the board of the Greek
online publication Recht und Neue Technologien.

The research program of Professor Sieber at the Max Planck Institute for Foreign and
International Criminal Law in Freiburg is closely attuned to current changes in crime, criminal
law, and criminal policy in today’s global information and risk society. New challenges to
criminal law and security law emerge with these changes. Contributors to the urgency of these
challenges include the growing transnationality of crime, the increasing threat level, and the high
degree of complexity. These factors are especially apparent in the areas of terrorism, organized
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crime, economic crime, and cybercrime — all focuses of the research program. These
developments have pushed traditional criminal law to its territorial and functional limits as
regards the protection of society and the guarantees of individual freedoms. New questions arise,
for example, as to the conceptual design of a transnationally effective criminal law, the role of
criminal law in the context of the emerging preventive orientation towards security interests, and
alternative systems of social control.

Against this background, the research program of the Department of Criminal Law at the
Max Planck Institute for Foreign and International Criminal Law pursues three related,
progressive research goals: (1) the analysis of empirical changes in delinquency and security
risks in a society shaped by globalization, technological advances, and economic development;
(2) the analysis and critical evaluation of the corresponding normative changes in present-day
security law; and (3) the development of viable responses to the issues spawned by these
changes.

The primary research methods used to achieve these aims include legal doctrine,
international criminal law science, and comparative criminal law as well as methods of empirical
social research and the inclusion of fundamental questions of legal theory, international law,
European law, and human rights. In this way, a frame of reference for criminal justice in multi-
level systems can be determined.

From the vantage point of comparative criminal law, Professor Sieber’s publications deal,
in particular, with issues relating to globalization, European criminal law, terrorism, organized
crime, cybercrime, and information technology in law. Two of his books have been translated
into Japanese; his “International Handbook on Computer Crime” has been published in French.
Articles on issues of computer law and economic criminal law have been published in Chinese,
Danish, English, French, Greek, Italian, Japanese, Korean, Persian, Portuguese, Polish, Spanish,
and Turkish. Anthologies with authoritative articles have been published in Chinese, Japanese
and in Korean.

The honorary degree that is today awarded to Professor Ulrich Sieber is a concrete
successful example of the relationships that the West University of Timisoara has with academic
institutions at international level, as well as a proof of the fact that science is a bonding
instrument and becomes one of the most important elements to coagulate mankind. We are
honoured that, by awarding this honorary degree, we can contribute to the strengthening of
relations between our institutions and to a better mutual understanding. We are glad that we can
thus honour the scientific contribution of an exceptional specialist, famous in Germany and in
the international academic community.

Taking into account the above-mentioned, we consider that the proposal submitted by the
Faculty of Law within the West University of Timisoara, as to the awarding of the honorary
degree of Doctor Honoris Causa Legum Scientiae, is fully justified.
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Distinguished Professor Ulrich Sieber,

We are glad that today you are in the middle of our academic community in order to
receive this honorary title that the West University of Timisoara grants upon you in recognition
of your special merits of developing a cooperation-based partnership between our institutions.

The Laudatio Academic Board appointed to award the honorary degree of Doctor Honoris
Causa Legum Scientiae

President,

Professor Marilen-Gabriel Pirtea, Ph.D. — Rector of the West University of Timisoara

Members,

Professor Lucian Bercea, LL.D. — Dean of the Faculty of Law within the West University of
Timisoara

Professor Tudorel Toader, LL.D. — Rector of the Al. I. Cuza University of lasi

Professor Florin Streteanu, LL.D. — Dean of the Faculty of Law within the Babes-Bolyai
University of Cluj-Napoca

Professor Valerian Cioclei, LL.D. — Faculty of Law within the University of Bucharest

Professor Viorel Pasca, LL.D. — Head of the Doctoral School of the Faculty of Law within the
West University of Timisoara
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ULRICH SIEBER

PRELEGERE
Cu prilejul decernarii titlului de
Doctor Honoris Causa Legum Scientiae
al Universitatii de Vest din Timisoara

Schimbarea de paradigma in societatea dominata de risc global: de la dreptul
penal la un drept al securitatii globale

Analiza noilor limite ale controlului infractionalitatii -

Prelegere sustinutd la Universitatea de Vest din Timisoara la 30 martie 2016

I. Introducere: noi amenintari, noi temeri si dogma pe tema securitatii

Cazurile grave de terorism international, crimd organizatd, infractiuni economice si alte
forme de criminalitate complexa ilustreazd impactul puternic pe care il genereaza fenomenul
infractional, precum si importanta pe care o prezintd controlul infractionalitatii pentru intreaga
societate. Astfel de cazuri nu sunt doar centrul de interes al dezbaterilor publice, al media si al
discursului politic. Ele conduc la o schimbare radicald de paradigma a politicii penale, in general,
si a arhitecturii dreptului securitatii, in special, evolutie care are loc pe nesimtite pentru publicul
larg.

Aceasta schimbare de paradigma se bazeaza, pe de o parte, pe modificari obiective,
precum aparitia unor noi amenintdri si a unor noi forme de infractiuni complexe. Pe de alta
parte, ea se datoreaza modificarii de natura subiectiva a nivelului de confort uman: modificarile
obiective conduc la o temere mai accentuati fatd de fenomenul infractional. In multe state, aceste
sentimente de nesigurantd, care se traduc prin cereri de inasprire a legislatiei, sunt speculate de
catre politicienii populisti, In cautare de voturi la noile alegeri. Politica acestora de ,,a guverna
prin teama de infractiuni” se reflecta in cresterea numarului de partide extremiste care solicita
protectie impotriva migrantilor si strdinilor, precum si masuri sporite de securitate contra
infractiunilor.

Aceastd combinatie de factori obiectivi, subiectivi si politici a influentat semnificativ
politica penala a ultimilor ani: Tn multe zone de pe glob, controlul infractionalititii nu mai este
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orientat catre aspectele traditionale ce tin de vinovatie si pedeapsa, ci este preocupat mai degraba
de probleme legate de gradul de risc si periculozitate, precum si de obiective ce trebuie atinse pe
viitor, cum sunt prevenirea infractiunilor si securitatea.

I1. Aparitia unui drept al securitatii preventive

Dogma pe tema securitdtii, la care am facut referire anterior, a condus la schimbari
fundamentale ale abordarilor clasice ale preventiei sociale si la aparitia unui nou obiectiv:
asigurarea securitatii cu ajutorul unor mijloace de preventie utilizate din timp. Acest lucru este
observabil atat din interiorul, cat si din exteriorul dreptului penal, granitele intre diferitele
domenii de drept fiind dizolvate intr-o forma totalizanta de ,,drept al securitatii”. Acest drept este
guvernat de o noua arhitecturd, care nu se mai afld sub monopolul dreptului penal, ci opereaza cu
o varietate de instrumente legale, precum legea de organizare si functionare a serviciilor secrete
sau a politiei, dreptul aplicabil conflictelor armate, precum si dreptul civil. Noua arhitecturd a
dreptului securitatii se construieste concomitent cu pierderea garantiilor legale, atat in interiorul,
cat, mai ales, in afara dreptului penal.

Prelegerea de fatd isi propune sa descrie si sd ajungd la o mai bund intelegere a acestor
schimbari fundamentale ce au loc in societatea dominata de risc global. In acest scop, va analiza
pe scurt inceputurile si instrumentele noului drept al securitatii (partea a II-a). Ulterior va
examina procesul simetric de diminuare a garantiilor legale (partea a IlI-a). La final, rezumatul
(partea a IV-a) va recapitula si va explica in detaliu evolutia juridica la nivelul societatii
dominate de risc global, accentuand necesitatea unor cercetari viitoare ale acestei tematici.

A. Un drept penal preventiv

Conceptul traditional de drept penal se modifica in structura sa esentiald, devenind dintr-
un instrument represiv, punitiv, un mijloc cu rol principal preventiv, destinat s minimalizeze
pericole si riscuri.

In domeniul dreptului penal material, noua abordare preventivi este bazati pe protejarea
intereselor sociale generale (de exemplu, ,,piata financiard”), inainte de a avea loc activitatea
infractionala, precum si pe incriminarea (obisnuita, in multe cazuri) a actelor preparatorii, care
implicd un anumit grad de risc sau sunt executate cu intentia de a comite infractiuni. Un exemplu
al noii abordari 1l reprezinta incriminarea tentativei de a parasi tara cu scopul de a prelua arme ce
urmeazd a fi folosite Intr-o tabard de pregdatire teroristd situatd In strdainatate, asa cum s-a
intamplat recent in Germania.

Un aspect corespondent al functiei preventive a dreptului penal poate fi regésit si in
domeniul procedurii penale: multe mijloace clandestine de supraveghere secretd, prevazute in
legile de organizare si functionare a politiei si serviciilor secrete, sunt acum folosite si in
procedurile penale sau cele de aplicare a legii. Utilizarea acestor mijloace reprezintd echivalentul
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actelor preparatorii din dreptul penal material, intrucat faciliteaza investigarea actelor
infractionale in aceastd etapd premergatoare. Utilizarea acestor mijloace de supraveghere este
recunoscutd nu doar in multe dintre sistemele de drept, ci si in politica penald a organizatiilor
internationale. Acestea constituie o amenintare la adresa echilibrului dintre siguranta si libertate,
esential pentru societdtile democratice.

B. Instrumente extra-penale ale dreptului securitatii

In paralel cu schimbarile produse in interiorul dreptului penal, se produc schimbari
similare 1n afara dreptului penal: politici de control social, derivate din dreptul penal, lasa tot mai
mult loc unor politici orientate catre securitate. Astfel, legile de organizare si functionare a
politiei si serviciilor secrete, dreptul conflictelor armate, dreptul civil si dreptul privat preiau
sarcini care, pand recent, intrau in sfera dreptului penal. In multe cazuri, aceste instrumente
legale alternative pot permite ingerinte mult mai grave asupra libertatilor civile decdt permite
chiar dreptul penal, oferind totodatd considerabil mai putine garantii procesuale decat ofera
dreptul penal.

De exemplu, utilizarea legii de organizare si functionare a serviciilor secrete in scopul
controlului infractionalitatii: investigatiile efectuate de serviciile secrete nu presupun conditia
existentei unei suspiciuni; in schimb, inceperea urmaririi penale presupune cerinta existentei unei
suspiciuni, pentru a proteja indivizii impotriva incalcdrii vietii private si anchetelor penale
abuzive.

In multe state, legea de organizare si functionare a politiei prevede noi instrumente de
control, de naturd intrusiva, printre care cele folosite in confruntarea asa-zisilor ,factori de
pericol” (in Germania), cele utilizate pentru emiterea ,,ordinelor de control anti-teroriste”
similare unor masuri de drept penal (in Anglia), sau in cazul ,,detentiei administrative”, in cazul
careia sunt prevazute putine garantii procedurale (in Israel).

Dreptul conflictelor armate este conceput (in special in dreptul SUA) astfel incat sa
permitd uciderea intentionatd a teroristilor, chiar dacd nu sunt probe ale existentei unei activitati
infractionale si In absenta controlului unui organ judiciar.

Pretinsele ,,sanctiuni administrative” pot conduce la impunerea unor amenzi exorbitante
in cursul deruldrii unor proceduri care oferd garantii legale minimale, asa cum o dovedesc
prerogativa recunoscuta Comisiei UE de a urmari infractiunile specifice din dreptul european al
concurentei sau posibilitatea Bursei americane de valori de a sanctiona béncile si alte companii.

Sechestrul bunurilor, ,,confiscarea in absenta unei condamndri” dispuse Impotriva
bunurilor suspectului, precum si procedura impotriva ,,imbogatirii fard justd cauza”, mijloace
legale care permit, intr-un numar tot mai mare de state, confiscarea bunurilor, fiind bazate pe
standardul de apreciere al ,,preponderentei probelor”, derivat din dreptul civil, mai putin sever, si
care nu presupun existenta unei hotarari de condamnare.
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Mai mult, programele de investigare privata din multe state occidentale conduc la anchete
efectuate de companii private, proceduri care se deruleazd in absenta oricaror garantii
corespunzatoare.

C. Alte schimbari in societatea globala informatizata

Amenintarile la adresa protectiei libertatii individuale, de care se preocupa noul ,,drept al
securitatii”, sunt accentuate de alte doud schimbari generate de mutatiile ce au loc in societatea
informatizata, dominata de risc global:

Ca o consecintd a societdtii informatizate de azi, folosirea unor masuri efective de
supraveghere tehnica computerizata, precum si colectarea, stocarea si procesarea unor cantitdti
masive de date personale conduc la noi metode de investigare si prevenire, care deja depasesc
toate abordarile anterioare utilizate de statul de supraveghere ("Big Brother state”). In acest sens,
noi concepte de ,,politica predictivad” ar putea conduce la identificarea din timp a potentialelor
s-a extins, In acest domeniu, astfel incat a ajuns un conflict intre viata privatd si controlul
infractionalitatii.

Mai mult, ca efect al societatii globalizate, multe sisteme de drept au adoptat noi modele
de drept penal cu o dimensiune transnationald efectiva. Noile modele genereaza conflicte intre
drepturilor individuale, respectiv suveranitatea statului implicat in conflict, pe de alta parte. De
exemplu, cazul abandondrii modelelor traditionale de asistentd judiciard reciproca, in favoarea
recunoasterii directe a hotararilor straine, schimbare care creeaza un precedent in sustinerea
intereselor de securitate, Insd in detrimentul protectiei indivizilor. Aceeasi este situatia in cazul
strategiilor globale ce prevad noi categorii de sanctiuni — cum sunt sanctiunile adoptate de
Natiunile Unite Tmpotriva terorismului. Anchetele transnationale efectuate in state straine conduc
la rezultate similare (de exemplu, cu ajutorul unei masuri de investigatie online, fara a se recurge
la asistenta judiciara mutuald, se acceseaza in mod direct un server strdin in vederea cercetarii
unei infractiuni). In cazul tuturor acestor modele, garantiile legale de protectie a cetitenilor sunt
mult diminuate fata de cele din dreptul traditional, si pot chiar lipsi in totalitate.

D. Noua arhitecturai si caracteristicile dreptului securititii

Analiza de mai sus a demonstrat ca, in domenii importante ale criminalitdtii, dreptul
penal isi transfera accentul de pe functia represiva catre functia preventiva. In acelasi timp,
dreptul penal pierde monopolul asupra controlului infractiunilor, intrucat este modificat (si,
uneori, inlocuit) de alte instrumente legale.

Combinatia dintre dreptul penal traditional, noul drept penal preventiv si aceste
instrumente legale extra-penale se poate dovedi mai eficientd in prevenirea criminalitatii decat
dreptul penal traditional represiv. Aceste instrumente creeaza posibilitatea unor arestari rapide si
a unei ,incarcerdri” de duratd a potentialilor infractori (prin intermediul dreptului penal
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preventiv), a uciderii intentionate a suspectilor de terorism (cu ajutorul dreptului conflictelor
armate), a colectdrii masive de date personale in lipsa cerintei de a exista o suspiciune (prin
intermediul legislatiei privind organizarea si functionarea serviciilor secrete), a confiscarii
averilor ce nu pot fi justificate, utilizand standardul preponderentei probelor (prin masuri de
confiscare derivate din dreptul civil, in absenta unei condamnari), a folosirii unor proceduri
rapide si eficiente impotriva cartelurilor ilegale si companiilor frauduloase (cu ajutorul asa-
ziselor sanctiuni administrative) si a investigatiilor private ale unor companii cérora li se cere sa
prezinte pe tava atat infractorul, cat si probele aferente (prin intermediul anchetelor private si al
ghidurilor de individualizare a sanctiunilor).

Cu toate acestea, exemplele de mai sus nu ilustreazd doar avantajele acestor sisteme
alternative de control al infractionalitatii, al caror scop este un nivel superior de securitate. Ele
demonstreaza, de asemenea, cd aceste sisteme prevad mai putine garantii legale de protectie a
libertatii individuale a celor implicati. In comparatie cu regulile dreptului penal traditional,
instrumentele descrise mai sus ar putea, de exemplu, sd forteze mijloacele dreptului penal si
astfel sa incalce principiul vinovatiei (dreptul penal preventiv), sa creeze o pedeapsa capitala
extra-judiciara (dreptul conflictelor armate), sa ignore limitarea investigatiei penale la cazurile in
care existd o suspiciune (legea de organizare si functionare a serviciilor secrete), sa incalce
standardul de drept penal ,,dincolo de orice indoiald rezonabila” (in cazurile de confiscare bazate
pe reguli de drept civil), sd anuleze o serie de garantii legale (sanctiunile administrative), sa
evite interdictia auto-inCriminarii si multe alte garantii oferite de dreptul procesual penal
(anchetele private). Toate aceste proceduri nu ar fi posibile in dreptul penal traditional represiv.
Ceea ce demonstreaza cd avantajul pe care il prezintd aceste noi instrumente in privinta
securititii a fost obtinut cu pretul libertitii. Intrucat scopul dreptului penal (dar si al celorlalte
regimuri juridice) cuprinde ambele obiective, securitatea si libertatea, evaluarea noii orientari
este dificila si nu poate avea loc decat prin aplicarea unor criterii diferite.

Pana in acest moment nu existd — cu exceptia unei analize empirice — 0 astfel de evaluare
a noilor instrumente ale dreptului securitdtii. Mutarea de accent catre functia preventiva este
criticata doar In privinta dreptului penal preventiv si multi profesionisti ai dreptului penal resping
vehement aceastd mutatie. Intr-adevir, comunitatea de drept penal pare si nu constientizeze
orientarea tot mai accentuatd cdtre instrumentele extra-penale de control al infractionalitatii,
datoritd unei inertii dogmatice ce o tine prizonierd in dreptul penal traditional. Aceasta
insularitate aduce cu sine un risc serios. In timp ce dreptul penal si-ar putea pastra principiile si
garantiile sale dogmatice, aceste principii ar putea fi anihilate prin schimbarea instrumentului
legal de control al infractionalitatii sau prin utilizarea unui mijloc de sanctionare fals etichetat,
care nu tine de domeniul dreptului penal (posibile exemple ar fi ,,dreptul sanctiunilor
administrative” sau ,,confiscarea bazatd pe reguli de drept civil”). In anumite state, o astfel de
schimbare este deja in curs.

Din aceste motive, avocatii specializati in dreptul penal nu ar trebui nici sd respinga
prematur, nici sa ignore dezvoltarea acestor sisteme de control social nepenale. Dimpotriva,

Page | 23



trebuie sd participam activ la constructia noii arhitecturi juridice emergente. Pe de o parte,
avocatii specializati in dreptul penal au cunostinte generale in domeniul controlului
infractionalitatii. Pe de alta parte, ei au experienta si intelegerea necesare sesizdrii potentialului
de abuz in domeniul controlului infractionalitatii, odata ce istoria dreptului penal este, In mare
parte, o istorie a abuzurilor intervenite de-a lungul sau. Din acest motiv, avocatii specializati in
dreptul penal nu trebuie sd uite ca dreptul penal are doud obiective de egald importanta:
asigurarea securitatii si protejarea libertatii.

Dat fiind ca avantajele practice ale aplicarii noilor regimuri sunt evidente, ne vom
concentra atentia, in continuare, asupra garantiilor in fata abuzurilor ce ar putea interveni in
domeniul controlului infractionalititii in dreptul emergent al securitatii. In urmatoarea parte a
acestei analize cautdm, 1n acest sens, sa dam raspuns la Intrebarea in ce masurd ar putea si ar
trebui avute in vedere garantiile dreptului penal atunci cand infractionalitatea ¢ combatuta prin
mijloacele dreptului penal preventiv si prin regimurile juridice nepenale.

II1. Limite juridice ale noii arhitecturi a dreptului securitatii

Limitele juridice, in absenta carora dreptul securitatii ar fi aplicat neingradit, pot fi in
primul rand desprinse din dreptul constitutional national si din garantiile internationale privind
drepturile omului, precum sunt Conventia Europeana a Drepturilor Omului, Carta Drepturilor
Fundamentale a UE, Conventiile de la Geneva si Protocoalele aditionale sau alte conventii
internationale. Limitele acestui drept isi pot gdsi, de asemenea, suport in principiile generale
formulate in doctrina juridicd si, in special, In doctrina dreptului penal (Strafrechtsdogmatik).
Unele dintre aceste principii fundamentale sunt recunoscute de intreaga doctrina, iar altele numai
de catre o parte sa. Aceste principii doctrinare nu au caracter constrangdtor din perspectiva
legiuitorului, dar ele isi pot dovedi eficienta ca bune practici pentru o reglementare eficace.
Astfel de distinctii intre principiile dreptului constitutional si cele consacrate de doctrind se
estompeaza insa: o anumitd garantie poate izvori din dreptul constitutional dintr-un anumit stat,
dar poate lua forma unui principiu doctrinar intr-o altd ordine juridica; de altfel, unele dintre
aceste principii ar putea avea sansa de a fi incorporate in dreptul constitutional viitor, intr-o etapa
ulterioara; in plus, exista cazuri cand nu putem sti precis daca o anumita garantie are fundament
constitutional sau doar fundament doctrinar. Asa se face cd izvoarele juridice ale garantiilor
dreptului emergent al securitdtii variaza in functie de diferitele ordini juridice, de timp si sunt, de
multe ori, subiect de controversa.

Din acest motiv, o conceptualizare viabild la nivel international a garantiilor dreptului
securitatii nu ar trebui sa aiba ca temei izvoarele juridice ale acestora, ci sd fie mai degraba
structurata pe baza circumstantelor de fapt. Acestea se refera la:

A. definitia dreptului penal, garantiile sale specifice din perspectiva dreptului penal
preventiv, precum si eventuala recunoastere a unui ,,drept penal suplu”, cu garantii atenuate si
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B. dezvoltarea unor masuri speciale de protectie pentru alte regimuri juridice (nepenale),
cu fundamente, aplicatii si exceptii specifice.

A. Definirea dreptului penal si a limitelor sale

Dreptul penal a dezvoltat garantii specifice pentru a asigura protectia libertatilor civile
incepand deja cu Epoca Luminilor. Avand in vedere aceastd indelungd evolutie istoricd si
dominatia garantiilor de drept penal, conceptualizarea limitelor dreptului securitatii, ce urmeaza,
incepe cu trei Intrebari fundamentale: (1) Are dreptul penal trasaturi specifice, care il diferentiaza
de regimul de drept al securitatii, si care pot justifica si defini gama de garantii specifice
dreptului penal? (2) Ce anume garantii existd sau pot fi dezvoltate pe baza acestor din urma
garantii, pentru a oferi protectie in fata unui drept penal preventiv altfel prea extins? (3) Poate fi
redusd incidenta acestor garantii ale dreptului penal prin crearea unui ,,drept penal suplu” cu
sanctiuni mai usoare si garantii atenuate in comparatie cu dreptul penal traditional (e.g. sanctiuni
contraventionale )

1. Definitia dreptului penal si justificarea garantiilor specific ,,penale"

Severitatea sanctiunilor penale, In sine, nu poate fi privitd ca o trasdturd specificd a
dreptului penal si ca o justificare speciald a garantiilor sale, din moment ce consecinte grave -
inclusiv privarea de libertate - pot fi regasite si in alte ramuri de drept (in mod special, de drept
public). Din acest motiv, principala particularitate a consecintelor juridice ale dreptului penal
rezidd in asocierea unei sanctiuni cu blamul moral (de exemplu, in cazul etichetarii penale de
catre legiuitor, care defineste infractiunile, in special, prin denumiri specifice pentru sanctiunile
“penale™). In plus, sanctiunile de drept penal depasesc sfera restituirii imbogatirii fara just temei
si masurile necesare pentru preventia tehnica a savarsirii de noi fapte in viitor (de exemplu, prin
legea de organizare si functionare a politiei) sau a altor scopuri juridice specifice (precum
impozitarea). Ceea ce distinge sanctiunile penale de masurile preventive din legea germana, de
masurile de confiscare vizand restabilirea status quo ante si de alte madsuri enumerate mai sus
este penalizarea juridicad cu scopul de a descuraja autorul si / sau publicul larg.

Potrivit acestei conceptii, garantiile specifice ale dreptului penal pot fi iIntr-adevar
justificate din perspectiva asocierii acestor factori severi de blam, penalizare, si ,,folosire” a
autorului pentru a descuraja alte persoane (un mecanism ce poate fi pus sub semnul intrebarii din
perspectiva modului de functionare si a legitimitatii ,,folosirii” faptuitorului pentru a-i descuraja
pe altii). In plus, aceste garantii speciale ale dreptului penal 1si au originile, din punct de vedere
istoric, in reactia in fata abuzurilor si a riscurilor specifice dreptului penal, care persista in multe
ordini juridice. Astfel de garantii speciale impotriva abuzurilor tipice domeniului dreptului penal
includ, de exemplu, principiul ,,nullum crimen sine lege parlamentaria", interdictia aplicarii prin
analogie a legii penale, principiul ,,ne bis in idem” sau necesitatea de a dovedi fapta dincolo de
orice Indoiald rezonabila.
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Elementele specifice ale acestei definitii a dreptului penal si domeniul de aplicare al
garantiilor sale pot fi regdsite cu usoare variatii in conceptele de drept penal si sanctiunile penale
dezvoltate atat de curtile constitutionale, cat si de curtile specializate in protectia drepturilor
omului. De exemplu, criteriile Engel ale Curtii Europene a Drepturilor Omului definesc
sanctiunile penale prin (1) calificarea masurii in dreptul intern, (2) natura infractiunii (in special
obiectul si scopul sau) si (3) gradul de severitate al pedepsei prevazute (fara o cerintd minima in
privinta sanctiunilor penale). In cazul in care sanctiunile nu sunt calificate de legiuitor ca fiind
penale, CEDO nu le va considera penale, atat timp cat ele restabilesc doar status quo ante sau se
concentreaza pe preventia faptelor viitoare. Rezultd ca masura confiscarii produselor infractiunii
sau a instrumentelor periculoase utilizate pentru comiterea infractiunii sau alte masuri pur
preventive nu intrd sub incidenta domeniului si a garantiilor dreptului penal, in cazul in care
legiuitorul nu eticheteaza aceste instrumente ca fiind penale si nu le asociazd un blam moral.
Asadar, pe baza definitiei pe care CEDO o da infractiunii, legiuitorul ar putea exclude
consecintele juridice ale legii de organizare a politiei, ale legii de organizare a serviciilor secrete,
legislatiei razboiului sau confiscarea civila a bunurilor din sfera de aplicare a garantiilor de drept
penal. Ca atare, regimurile pur compensatorii si cele pur preventive ar trebui sa-si dezvolte
propriile garantii si limite.

Spre deosebire de aceste din urma regimuri juridice, dreptul penal preventiv, despre care
am discutat mai sus, este fara indoiald un drept penal, dat fiind ca el asociaza blamul moral (prin
denumirea si calificarea sa de catre legiuitor) cu consecinte juridice severe, care depdsesc cu
mult restituirea si preventia (,,tehnica”) directd, avand, de altfel, ca scop sa descurajeze autorul si
publicul larg sa comita noi fapte in viitor.

2. Limitari specifice in materia dreptului penal preventiv

Aceasta configurare a dreptului penal preventiv, din randurile de mai sus, ridica
intrebarea daca principiile de drept constitutional sau cele doctrinare ale dreptului penal ar putea
constitui, Tn mod efectiv, garantii si In fata unui drept penal preventiv ce devine excesiv. Atare
intrebare devine relevanta, de exemplu, in cazul in care legiuitorul decide sd incrimineze pur
subiectiva rezolutie infractionald sau actele preparatorii comise cu un scop penal. Un exemplu
referitor la aceste din urma acte este oferit de o lege germana recent adoptata, care incrimineaza
colectarea de bunuri cu intentia de a finanta acte teroriste. In cadrul reuniunii comisiei de experti
din cadrul Parlamentului german, am sustinut ca o atare extindere a dreptului penal se apropie
semnificativ de incriminarea simplelor ganduri si contrazice astfel principiile dreptului penal si,
posibil, de asemenea, principiul vinovétiei protejat la nivel constitutional.

In dreptul german, principiul vinovatiei nu este mentionat in textul Constitutiei, dar este
recunoscut de catre Curtea Constitutionald Federald ca un principiu de sine statdtor, protejat
constitutional. Potrivit Curtii Constitutionale Federale, pedeapsa trebuie sd fie proportionala cu
gravitatea faptei penale si cu gradul de vinovatie al faptuitorului: vinovatia este, prin urmare, atat
,unul dintre motivele de legitimare, dar si limita exterioara in pronuntarea si executarea pedepsei
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cu inchisoarea”. Temeiul pedepsei constd in ,, sdvarsirea unei fapte reprobabile  cu vinovitie.
Vinovatia pentru sdvarsirea unei fapte decurge, astfel, din asocierea faptei obiective cu vina
subiectiva. Din acest motiv, se poate argumenta ca incriminarile actelor preparatorii, la care
faceam referire mai sus, ar fi legitime numai in mésura in care nu s-ar baza numai pe intentiile
subiective ale faptuitorului, ci ar presupune, in acelasi timp, elemente ce intra in latura obiectiva
a infractiunii.

In mod similar, este posibili crearea de garantii si impotriva altor tipuri de ,acte
preparatorii”, ,,incrimindrilor unor fapte de pericol pur abstract" sau a altor exemple de drept
penal preventiv. Potrivit dreptului german, de exemplu, garantiile menite s protejeze interese
sociale vagi (cum ar fi ordinea publica) se pot intemeia pe criteriul constitutional al unui scop
legitim si al unei masuri de protectie proportionale sau pe conditia doctrinard (mai putin
constrangatoare, dar mai specificd) potrivit cu care legile penale trebuie sa protejeze exclusiv
interese legale precis definite. Aceste exemple ilustreaza faptul cd dreptul constitutional si
doctrina juridica ar putea cel putin oferi cateva garantii adaptate dreptului penal preventiv.

3. Recunoasterea unui ,, drept penal suplu ” cu garantii atenuate

Conform criteriilor Engel ale CEDO, descrise mai sus, domeniul de aplicare al dreptului
penal cu garantiile sale specifice cuprinde nu numai nucleul dur al dreptului penal traditional, ci
si domeniile sanctiunilor administrative, legilor speciale, precum si contraventiile (e.g.,
Ordnungswidrigkeitenrecht german).

In contextul dreptului contraventional, Curtea subliniaza faptul ci « nu existi nimic in
Conventie care sa sugereze ca natura penald a unei infractiuni, in sensul criteriilor Engel, impune
in mod necesar un anumit grad de gravitate » (sublinierea noastra). Aceasta reitereaza ca « lipsa
de severitate a pedepsei in cauzd nu poate lipsi o infractiune de caracterul sdu inerent penal »
(sublinierea noastrd). Astfel, in ceea ce priveste contraventiile, nu existd nicio cerintd In
jurisprudenta Curtii Europene a Drepturilor Omului referitoare la un anumit grad minimal de
blam moral, un factor care, In mod traditional, std la baza vinovatiei in sistemele nationale de
drept penal. Curtea Europeana a Drepturilor Omului trateazd contraventiile intr-o maniera
flexibila si extinde aplicarea articolului 6 al Conventiei si la acestea, in cazul in care natura
contraventiei protejeaza valorile sau interese ale societatii care sunt "in mod obisnuit, protejate
prin normele dreptului penal" si dacd "scopul sanctiunilor administrative este de a pedepsi
contravenientii si de a-i descuraja sd recidiveze" (sublinierea noastrd). In aceste cazuri,
sanctiunile sunt aplicate "In functie de gravitatea comportamentului incriminat, si nu a
prejudiciului cauzat".

In cadrul acestor contraventii, CEDO distinge doui categorii: prima categorie cuprinde
asa-zisele infractiuni minore, care nu mai fac parte din nucleul dur al dreptului penal ca urmare a
dezincriminarii, datoritd gradului de pericol social redus al faptei si in scopul de a degreva
organele de urmdrire penald (de ex., faptele care constituie incdlcdri ale normelor care
reglementeaza circulatia rutierd). Cea de a doua categorie constd din contraventii a caror
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urmdrire cade In sarcina unor autoritdti specializate in limitele competentei sale generale de
reglementare a unui anumit domeniu de activitate, cum ar fi agricultura sau de pe pietele
financiare.

Aceasta conceptie generoasa asupra garantiilor din sfera "dreptului penal" si a "amenzilor
penale" conduce la intrebarea daca limitele dreptului penal - care s-au dezvoltat istoric ca nucleu
dur al acestuia - pot fi atenuate pentru anumite regimuri juridice care renunta la pedeapsa cu
inchisoarea si isi limiteazd sanctiunile la amenzi sau alte sanctiuni alternative pentru fapte
minore. O astfel de atenuare este acceptata de catre CEDO intr-o anumita masura: Curtea a
admis faptul cd cele doud categorii de contraventii sunt atat urmadrite, cat si judecate Tn prima
instanta de cdtre aceeasi autoritate administrativa. Cu toate acestea: "deciziile luate de autoritatile
administrative care nu satisfac garantiile prevazute de articolul 6 § 1 din Conventie trebuie sa
poata fi supuse ulterior controlului unui organ judiciar cu jurisdictie deplina". Cu toate acestea,
chiar si in cadrul procedurilor judiciare ulterioare, instrumentele procedurale de genul
inscrisurilor, procedurilor accelerate, sau limitarea probatiunii in scopul de "trata rapid si eficient
cazurile de infractiuni minore" nu sunt interzise per se, cu conditia ca procedura sia se
circumscrie in continuare scopului principal al articolului 6 din Conventie, si anume acela de a
"garanta dreptul acuzatului de a participa efectiv la procesul sau penal". Alte garantii oferite de
CEDO ar putea fi, de asemenea, atenuate in cazul "infractiunilor cu caracter minor". Aceasta
posibilitate poate privi, de exemplu, dreptul de apel la o instanta superioara (art. 4 din Protocolul
nr 7). Existd, de asemenea, o exceptie in ceea ce priveste principiul ne bis in idem (art. 4 din
Protocolul nr 7), in cazul in care o sanctiune penald si o "contraventie" difera in elementele lor
esentiale.

Cu toate acestea, chiar si in cazul contraventiilor, Curtea nu accepta limitari de anvergura,
Spre pilda, in ceea ce priveste dreptul persoanei de a fi informatd cu privire la acuzatiile ce 1 se
aduc si de a-si pregati apararea, dreptul de a fi ascultat, dreptul de a propune martori si de a cere
expertize in apararea sa, dreptul de a beneficia de serviciile unui traducdtor in mod gratuit,
dreptul la motivarea verdictului primit precum si dreptul la respectarea autoritatii de lucru
judecat. De asemenea, Curtea nu accepta limitari nici in cazul nici principiului nulla poena sine
lege (art. 7). In toate cazurile, ea abordeazi plangerile si procedurile aferente in ansamblul lor.

Acest lucru ilustreaza faptul ca instanta de la Strasbourg compenseazd intr-0 oarecare
masurd rigiditatea conceptelor largi si rigide de "drept penal" si "sanctiuni penale", prin
recunoasterea unor consecinte juridice flexibile in privinta garantiilor relevante oferite de
Conventie. Cu toate acestea, aplicarea flexibild a acestor garantii s-a dezvoltat in principal pentru
infractiunile minore. In plus, in diverse decizii, Curtea a declarat ca aplicarea anumitor garantii
procedurale depinde, printre altele, si de “miza” avutd in vedere. Curtea a subliniat, de asemenea,
faptul ca existd, In mod evident, acuzatii penale cu greutate diferita", si a justificat necesitatea
unor audieri publice in cazul sanctiunilor implicand "severitate financiard" si un "grad
semnificativ de stigmatizare", precum si In cazul celor referitoare la pierderea "onoarei
profesionale si reputatiei persoanelor". Aceastd modulare a nivelului de garantii in functie de
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gravitatea intruziunii este justificatd in special de principiul proportionalitatii: cu cat mai grava
este o intruziune in domeniul libertdtilor civile ale persoanei, cu atit mai mare trebuie sa fie
nivelul garantiilor procedurale oferite acesteia.

Pe cale de consecintd, sistemul de garantii de procedurale nu pune in pericol
dezincriminarea infractiunilor minore sau eficienta procedurilor sanctionatorii administrative in
cadrul celei de-a doua categorii la care ne-am referit anterior, cea a contraventiilor. Cu toate
acestea, existd limite pentru astfel de atenudri, in special pentru cazurile care implica sanctiuni
financiare semnificative. Acest fapt este relevant, de exemplu, in ceea ce priveste metodele
utilizate la calcularea amenzilor, uneori exagerate, stabilite de legislatia UE in domeniul
concurentei. Astfel, In ceea ce priveste limitele puterii discretionare a autoritatilor administrative
si nivelul minim de tipicitate dezvaluit de legislatia cadru adoptata in domeniul amenzilor, starea
actuala a lucrurilor in domeniul normelor reglementdnd concurenta apare ingrijoratoare, din
perspectiva gravitatii sanctiunilor impuse, existand aspecte care trebuie sd fie schimbate cat mai
curdnd. Prin urmare, se impune o evaluare critica detaliatd a acestor proceduri sub aspectul
conformitatii lor cu dispozitiile CEDO, cu legislatia UE si cu dreptul constitutional national. Pe
de alta parte, prezenta analiza arata ca existd limite si garantii procedurale care pot fi utilizate in
sensul remedierii unora dintre aceste aspecte.

B. Definirea limitelor controlului infractionalititii in afara dreptului penal

Pentru a evita o lege a securitatii fara restrictii, trebuie stabilite limite privind masurile
luate in afara dreptului penal. Acest lucru este valabil in special in ceea ce priveste regimurile
juridice mai sus mentionate ale legii de organizare si functionare a politiei, a serviciilor secrete,
dreptului civil precum si programele de investigare privati. In cazul in care aceste regimuri
juridice sunt angajate in scopul controlului criminalitdtii, sau al instituirii unor limitari
constitutionale ori dogmatice, credem cd acestea ar trebui sd fie dezvoltate in cadrul unei
proceduri derulate in trei etape: (1) verificarea elementelor de drept penal, (2) aplicarea generald
a principiilor dreptului constitutional si dreptului international al drepturilor omului, precum si
(3) verificarea conditiilor prealabile, a limitelor specifice si principiilor dogmatice ale
regimurilor juridice ne-penale respective.

1. Verificarea elementelor de drept penal

In etapa initiali a examinarii limitelor regimurilor specifice de control al criminalittii,
problema abordata anterior, si anume daca masurile sanctionatorii specifice acestor regimuri
intrd sau nu in sfera notiunii de sanctiuni penale, trebuie analizatd din perspectiva criteriilor
enuntate de CEDO in cauza Engel. In cazul in care raspunsul la intrebarea de mai sus este unul
afirmativ, garantiile traditionale ale dreptului penal sunt aplicabile, eventual usor atenuate in
cazul contraventiilor, care au un grad de pericol social mai redus.

Asa stau lucrurile, spre pilda, in cazul in care arestdrile de scurtd duratd efectuate de
organele de politie conform legislatiei specifice domeniului ar fi utilizate nu numai in scopul de a
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preveni un pericol, ci si in scop punitiv si de descurajare a reiterarii comportamentelor
incriminate. Un alt exemplu in acest sens il constituie confiscarea care nu ar viza doar bunurile
destinate, folosite sau rezultate din infractiuni sau contraventii, ci s-ar extinde si la alte bunuri ale
suspectului. In acest din urma caz, confiscarea are deveni o sanctiune care ar trebui s treacd
testul garantiilor de drept penal.

2. Aplicarea principiilor generale ale dreptului constitutional si ale dreptului
international al drepturilor omului

In cazul in care garantiile procedurale speciale ale dreptului penal nu sunt aplicabile,
trebuie sa fie luate in considerare principiile generale ale dreptului constitutional si ale dreptului
international al drepturilor omului.

Exemplu: Legea de organizare si functionare a politiei si a serviciilor secrete

Principalele domenii de aplicare pentru aceste garantii generale vizeaza puterea de
coercitie ale organelor de politie si prerogativele conferite serviciilor secrete in scopul colectarii
de informatii. In aceste cazuri, drepturile fundamentale in cauza (de exemplu, dreptul la libertate,
dreptul la respectarea vietii private si de familie) se aplicd in strdnsd legaturd cu principiul
proportionalititii. In asemenea situatii, un rol important revine legislatiilor nationale privind
limitarea drepturilor fundamentale. Curtea Constitutionala germand a pronuntat numeroase
decizii prin care a anulat unele competente procedurale ale organelor de politie si serviciilor
secrete prevazute de legile de organizare si functionare ale acestora, de exemplu, in cazul
perchezitiilor informatice si procesirii de date. In privinta competentelor procedurale, garantiile
constitutionale din domeniul dreptului penal si cele reglementate de legea de organizare si
functionare a politiei sunt relativ asemanatoare. Garantiile aferente activitatilor de colectare a
informatiilor desfasurate de serviciile secrete sunt mai putin stricte, deoarece informatiile
colectate n acest context sunt folosite mai degraba in scop de monitorizare, si nu genereaza, in
general, consecinte mai grave, cum ar fi arestarea sau condamnarea (asa cum se intdmplad in
dreptul penal).

Exemplu: Legislatia privind confiscarea

Rolul major al garantiilor constitutionale generale in domeniul controlului criminalitétii
se concretizeaza si in ceea ce priveste masurile de confiscare fara caracter penal. Daca masura
confiscarii este o sanctiune penald, atunci ea implica, printre altele, prezumtia de nevinovatie
(art. 6 § 2 din CEDO), astfel incat infractiunea care a determinat aplicarea sanctiunii si legatura
dintre aceasta si bunurile confiscate trebuie sd fie dovedite dincolo de orice indoiald rezonabila.
Cu toate acestea, dacd masura confiscarii se limiteaza la restabilirea situatiei anterioare sau daca
scopul ei este exclusiv preventiv (de exemplu, confiscarea bunurilor destinate sau folosite la
comiterea infractiunii) garantiile dreptului penal nu sunt aplicabile.

Cu toate acestea, acest lucru nu exclude protectia constitutionald. In aceste cazuri, pot fi
aplicabile garantiile generale de protectie, In special protectia proprietatii (art.1 din Protocolul
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nr.1 la CEDO), precum si dreptul la un proces echitabil in materie civila (art. 6 din Protocolul
nr.1 la CEDO).

Potrivit Curtii Europene a Drepturilor Omului, aceste garantii nepenale nu exclud
hotararile civile de condamnare bazate pe o preponderentd a probelor sau pe o probabilitate
ridicatd de origini ilicite, precum si o inversare a sarcinii probei. Rezultate similare pentru
confiscarea nepenald se pot intilni si in legislatia europeand (in special art.17 din Carta
Drepturilor Fundamentale a UE). Contrar acestor interpretdri, potrivit dreptul constitutional
german, protectia proprietdtii merge si mai departe: ea cere instantei, dupa epuizarea tuturor
probelor disponibile, ,,sa fie convinsa ca bunurile in cauza au fost obtinute in mod ilegal”. Astfel,
acest exemplu demonstreaza ca garantiile juridice substantiale sunt posibile si in alte regimuri
juridice, in afara dreptului penal. Totusi, aceste garantii pot fi mai slabe, mai putin dezvoltate si
mai nesigure decat cele din dreptul penal datoritd caracterului mai putin intruziv al masurilor
respective.

3. Verificarea premiselor si limitelor specifice regimurilor de control fara caracter
penal

Asa cum am ilustrat mai sus, regimurile de control din afara dreptului penal sunt adesea
in masura sa ofere interventii mai eficiente decat dreptul penal intrucat acestea sunt gandite
pentru situatii si scopuri specifice. De exemplu, legile rdzboiului privesc amenintari exceptionale
prin atacuri armate grave. Dreptul privind serviciile de informatii s-a dezvoltat ca un sistem
timpuriu de avertizare impotriva pericolelor speciale cu care se confrunti statul. In plus, in multe
ordini juridice, legile politienesti preventive sunt deosebit de adecvate in prevenirea pericolelor
viitoare. Din aceste considerente, limitele decisive ale aplicarii acestor regimuri alternative de
control din afara dreptului penal se gasesc, de multe ori, in premisele, sau conditiile prealabile
aplicarii lor. Acest lucru tinde sa fie trecut cu vederea in lumina multitudinii de anunturi politice
referitoare la rdzboaie sau la programe de urgentd specifice impotriva criminalitatii.

a) Exemplu: legile razboiului

Premisele speciale pentru aplicare joacd un rol major in cadrul legilor privind conflictele
armate. Aceste legi sunt folosite in ,rdzboaiele” impotriva terorii, a drogurilor, a crimei
organizate sau In razboaiele cibernetice cu scopul de a justifica actiuni specifice, care nu ar fi
legale pe timp de pace. Cu toate acestea, obiectivul principal al lui ius in bello este acela de a
limita conflictele armate cu un potential militar ridicat; astfel, acesta contine o varietate
insemnata de limite importante si de garantii de protectie.

Aceste limite si garantii ale legilor razboiului sunt ilustrative in special in scopuri
metodologice. Ele arata cd obiectivele si sarcinile diferitelor regimuri speciale utilizate in
controlul criminalitatii nu sunt decisive numai pentru limitele aplicarii regimurilor respective ca
atare. In plus, obiectivele si sarcinile diferitelor regimuri, precum si obiectul lor specific,
afecteaza, de asemenea, tipurile, caracterul intruziv si garantiille masurilor si puterilor
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respectivului control admisibile in cadrul acestui regim. Prin urmare, aceste doua tipuri de limite
si masuri de protectie trebuie sa fie discutate in detaliu.

aa) Conditia prealabild esentiala pentru aplicarea legilor razboiului este conflictul armat,
fie international, fie fard caracter international. In contextul unei initiative impotriva formelor
grave de criminalitate (un ,,razboi impotriva criminalitatii”’), normele privind conflictele armate
fard caracter international sunt mai importante. Aceste norme se regasesc, in principal, in
articolul 3 din Conventiile I-IV de la Geneva, in primul lor protocol aditional, precum si in
dreptul international cutumiar. Potrivit acestor norme, un conflict nu se calificd drept conflict
armat fara caracter international decat atunci cand se ajunge la o anumita durata si la o anumita
intensitate care le depasesc pe cele ale ,,situatiilor de tulburari si de tensiuni interne, cum sunt
insurectiile, actele izolate sau sporadice de violenta sau alte acte de natura similarda” (art. 1 PA I
si art. 8 alin. (2) litera (f) din Statutul de la Roma). Numarul total, durata, armele utilizate,
numarul combatantilor si al victimelor, precum si distrugerile provocate de actele de violenta
trebuie sa fie comparabile - in natura si efectul lor — cu atacurile militare dintre forfele armate
obignuite ale unor state beligerante implicate intr-un conflict armat international. Prin urmare,
Tribunalul Penal International pentru fosta Iugoslavie a precizat, in cazul Tadi¢, ca ,,un conflict
armat existd ori de cate ori existd recurgere la fortd armatd intre state sau violente armate
prelungite intre autoritdtile guvernamentale §i grupuri armate organizate sau Intre asemenea
grupuri Intr-un stat”. Aceasta este o cerintd destul de riguroasa, care nu permite aplicarea legilor
razboiului impotriva ,,simplelor” grupurilor infractionale organizate de mari dimensiuni.

bb) Cu toate acestea, limitari in privinta legilor razboiului se intdlnesc nu numai in
conditiile de aplicare a acestora, ci si in sfera de aplicare a lor. Astfel de limitari rezulta in special
din sistemul de distingere intre diferitele tipuri de oameni care iau de obicei parte sau au de
suferit in conflicte armate: legile definesc cine anume poate actiona sub imperiul competentelor
respective si care persoane pot fi atacate in temeiul caror conditiilor. Un mijloc major de
protectie consta in distinctia dintre ,,combatanti” si ,,civili”, ambele categorii fiind protejate de o
maniera specifici in temeiul dreptului international umanitar. In conformitate cu articolul 3 din
Conventiile de la Geneva si cu articolul 43 din Protocolul aditional I, combatantii sunt definiti ca
membri ai fortelor armate ale unei parti dintr-un conflict armat international. Astfel, inventia
unei a treia (si noi) categorii, aceea de ,,combatant ilegal”, care nu se bucurd nici de protectia
combatantului, nici de cea a civilului, este foarte problematica. Cu toate acestea, conflictele
secolului XXI sunt caracterizate de civili care participa in mod direct intr-un conflict armat. Prin
urmare, Comitetul International al Crucii Rosii (CICR) a elaborat anumite criterii care trebuie
indeplinite pentru ca civilii sd isi piarda beneficiile statutului lor protector de ,.civil” ca o
consecintd a participdrii directe in conflict. Cele trei criterii CICR de participare directd la
ostilitati sunt, dupa cum urmeaza: sa fie atins un ,,prag de prejudiciu”, care sa fie ,,cauzat direct”
de actul respectiv, intre ele existand o ,,legatura beligeranta”.

Un concept la fel de problematic pentru extinderea competentelor legislatiei privind

X%

conflictul armat este conceptul de ,,asasinat cu tinta precisa”, atunci cand apare utilizat intr-un
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conflict fara caracter international, si care nu este clar definit in privinta domeniului de aplicare
si a timpului. In acest context, ,,asasinatul cu tintd precisa” descrie practica unor state de a ucide
persoane pre-selectate, care nici nu reprezintd o amenintare directa imediata pentru alte persoane
si nici nu sunt executate ca urmare a punerii in aplicare a unei pedepse capitale, pe baza unei
proceduri penale. Frecventa absentd a legaturii cu campul de luptd si lipsa unui proces al
persoanei vizate ridica probleme grave in ceea ce priveste o incalcare a dreptului international
umanitar §i a drepturilor internationale ale omului. Aceastd preocupare este alimentata in special
de recentele operatiuni de ,asasinate cu tintd precisa” care nu s-au efectuat impotriva
,combatantilor” obisnuiti, pe campul de luptd, sau care au vizat persoane asociate grupurilor
armate neregulate in cadrul conflictelor armate. In lipsa conceptului de ,.combatant ilegal”,
aceste persoane sunt clasificate, potrivit dreptului international umanitar, drept ,,civili” si nu pot
fi atacate decat ,,atunci cand participa in mod direct la ostilitati” (art. 51 alin. (3) PA I).

Intr-un conflict armat, limitele legale privesc chiar si principiul de bazi al puterilor de
razboi, si anume cel al necesitatii militare. Acest principiu, pe de o parte, permite uciderea
persoanelor, demolarea caselor, precum si ocuparea teritoriului. Pe de alta parte, acelasi principiu
limiteaza actiunile militare la sfera acelor actiuni care sunt ,necesare” pentru realizarea
obiectivelor militare. Prin urmare, dogma ,necesitatii militare” deopotrivd legitimeazd si
limiteazd actiunile militare. In plus, legile conflictului armat sunt conduse de principiul
proportionalitatii si de cel al umanitatii, in scopul de a mentine conflictul cat mai ,,uman” cu
putinta si de a evita orice prejudiciu inutil. Celelalte norme de protectie provin, de asemenea, din
principiile generale ale dreptului international al drepturilor omului, care sunt aplicabile ca lex
generalis, in completarea lui lex specialis a legilor privind conflictele armate. Acest lucru
ilustreazd faptul ca notiunea de limite si garantii legale ale controlului criminalitatii din afara
dreptului penal functioneaza chiar si in cadrul legilor razboiului, desi domeniul lor de aplicare,
precum si continutul lor se afla sub imperiul regimului special.

b) Legi de securitate in domeniul situatiilor de urgenta

Conditiile prealabile speciale ale regimurilor juridice specifice pot fi, de asemenea,
importante in cazul legilor privind situatiile de urgentd care permit o interventie sustinuta a
statului in astfel de situatii. Actuala lege franceza din domeniul situatiilor de urgenta (prelungirea
si codificarea ei fiind discutate chiar in prezent) permite proclamarea, de catre Consiliul de
Ministri, a starii de urgenta pe timp de 12 zile; prelungirea ulterioara este posibila numai pe baza
unei legi parlamentare. Prezenta lege privind situatiile de urgentd din Franta permite perchezitii
si confiscari fara mandat, accesul la sistemele de tehnologie a informatiei, stabilirea de zone de
securitate cu acces limitat, dizolvarea grupurilor, arestul la domiciliu si cerinte privind resedinta,
interdictii privind intrunirile si inchiderea locurilor de intalnire, confiscarea armelor, precum si
inrolarea in serviciul militar sau civil. Aceasta zona a dreptului aratd din nou cd amenintdrile la
adresa libertatilor civile aduse de controlul criminalitatii apar nu numai in contextul dreptului
penal, ci si — si1 poate la un nivel si mai ridicat - in cadrul altor sisteme de control al criminalitatii.
Prin urmare, eforturile depuse in domeniul dreptului penal, inca din perioada [luminismului, in
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vederea protejarii libertatilor civile trebuie sa fie dublate si in cadrul acestor regimuri alternative
de control al criminalitatii.

IV. Rezumat, evaluare si cercetare viitoare
A. Aparitia dreptului securitatii

Societatea globala a riscului se caracterizeaza prin tipuri noi si complexe de criminalitate,
teama sporitd de infractionalitate, o dogma de prevenire a riscurilor, precum si o schimbare a
politicii penale dinspre dreptul penal traditional inspre dreptul securitatii preventive. Noua
arhitecturd emergenta a dreptului securitdtii combind noi forme de drept penal preventiv cu alte
regimuri juridice de preventie in cadrul unui nou drept al securitatii orientat catre risc.

Din moment ce definitiile sunt intotdeauna functionale si servesc unor obiective
specifice, o abordare stiintificd a controlului criminalitatii poate defini acest nou ,,drept al
securitatii” ca fiind ansamblul de norme referitoare la prevenirea riscurilor cauzate de activitagile
umane. Aplicand o abordare mai concentratd in domeniul dreptului penal si al criminologiei,
aceste activitafi pot fi descrise ca fiind acele acte care sunt sau ar trebui sa fie acoperite de
dreptul penal. O astfel de atentie mai restransa se concentreaza pe fapte mai grave si metodele de
control aferente. Aceasta restrictie sporeste sansele de a gasi mai multe puncte comune si de a
obtine rezultate mai bune pentru combaterea criminalitatii in vederea unei viitoare politici penale
adaptate. In plus, termenul ,,dreptul securitatii” ar trebui sa fie limitat, in sfera sa de definire, la
acel drept care vizeaza eliminarea riscurilor, pericolelor si prejudiciilor (si nu doar pedepsirea
vinovatilor, asa cum este cazul in dreptul penal).

Aceastd definitie a dreptului securitatii uneste diferite regimuri juridice, in special dreptul
penal preventiv, dreptul penal administrativ, legea de organizare si functionare a serviciilor
secrete sau a politiei, dreptul conflictelor armate si dreptul civil. S-ar putea adauga, de asemenea,
elemente din legislatia privind imigrantii sau dreptul telecomunicatiilor. In ceea ce priveste
obiectivul de a oferi securitate, dreptul penal isi pierde monopolul in domeniul controlului
criminalitatii. In scopul securitatii, dreptul penal este, la randul sau, regandit dintr-un instrument
represiv intr-unul preventiv. Acest lucru conduce la schimbarile semnificative din dreptul penal
descrise mai sus, atat in domeniul dreptului material, cat si in cel al dreptului procedural.

B. Avantajele pentru securitate

Trecerea de la dreptul penal represiv la preventie si utilizarea mixta a diferitelor regimuri
juridice contribuie, fara indoiala, la un control mai eficient al criminalitatii. Acest lucru este
realizat in primul rand printr-un simplu efect aditiv, deoarece, in principiu, aceste regimuri
diferite actioneaza in mod independent unul fatda de celalalt. Cu toate acestea, utilizarea
combinata a diverselor regimuri duce la sinergii suplimentare, in special in cazul in care se face
un schimb de informatii in cadrul regimurilor juridice sau sunt intreprinse actiuni comune. In
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cazuri specifice, combinarea diferitelor regimuri poate duce, de asemenea, la rezultate nedorite si
la tensiune (spre pilda, atunci cand prerogativele organelor de politie derivate din dreptul penal
preventiv sunt combinate cu actele preparatorii din dreptul penal). Cu toate acestea, astfel de
efecte pot fi minimizate printr-o elaborare adecvata a prevederilor legale.

Per ansamblu, si din perspectiva securitatii, punerea laolaltd a acestor diverse regimuri
juridice poate cu sigurantd duce la imbunititirea securitatii. In actuala societate dominata de risc,
nu exista nicio alternativa la imbratisarea acestei noi abordari preventive si la combinarea si
integrarea diferitelor regimuri juridice in scopul controlului criminalitatii complexe.

C. Prejudiciile aduse libertatilor civile

Efectul negativ al acestei noi orientari vizeaza libertatile civile. Pe baza analizei de mai
sus, pot fi identificate trei motive distincte, responsabile pentru acest efect limitativ:

Primul motiv este acela ca noile amenintari si teama de criminalitate conduc la un climat
care acorda prioritate obiectivului de securitate, in timp ce libertatile civile si, in special,
protectia vietii private devin teme de interes secundar. Aceastd evolutie este responsabila, spre
pilda, de conturarea unui peisaj juridic in care incriminarea este tot mai extinsd in ceea ce
priveste faza actelor preparatorii sau In care noi instrumente de investigare (cum ar fi cautarile
online ale calculatoarelor) sunt puse in aplicare i acceptate.

Al doilea motiv pentru pierderea libertatilor civile este faptul ca ,,preventia”, ,,reducerea
riscului” si ,,securitatea” sunt, in principiu, concepte nemarginite. In timp ce notiunea traditional
din dreptul penal al faptei anterioare ilicite comise cu vinovatie vizeaza o faptd concreta si fixa
din trecut, preventia depinde de o prognoza deschisi si orientatid spre viitor. In societatea
complexd a zilelor noastre, existd mereu riscuri (unele dintre ele asteptate in cotidian) si o
securitate absolutd este imposibild. In contextul riscurilor noi si grave (cum ar fi, de exemplu,
terorismul), precum si a unor politici orientate Inspre alegdtor si sprijinite pe principiul
»guvernare bazatd pe teama de criminalitate”, existd intotdeauna posibilitatea de a face si mai
mult pentru securitate, precum si stimulentele necesare acestui demers.

Al treilea motiv pentru pierderea libertatilor civile este si cel mai interesant dintre ele si a
iesit la iveald In cursul analizei de mai sus: analiza a aratat ca exista discrepante enorme intre
diferitele discipline ale dreptului securitatii in ceea ce priveste garantiile juridice, in ciuda
faptului ca punctele de plecare constitutionale, de exemplu, sunt destul de asemanatoare. Acest
lucru se datoreaza faptului ca obiectivele si sarcinile diferitelor regimuri utilizate pentru controlul
criminalitatii sunt foarte diferite. De-a lungul acestei analize, consecintele respective au devenit
deosebit de clare in cazul dreptului aplicabil conflictelor armate: in timp ce majoritatea
sistemelor de justitie penald au abolit pedeapsa cu moartea, legile razboiului permit inca uciderea
persoanelor fara vreun mecanism judiciar de control prealabil. Ratiunea acestei diferente
semnificative rezulta din diferitele sarcini ale diverselor regimuri juridice. Cu toate acestea, astfel
de diferente demonstreaza, de asemenea, ca schimbarile majore in materie de garantii juridice
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pot fi cu usurinta tolerate prin aducerea unui caz dintr-un anumit regim juridic sub umbrela unui
alt regim. Asa se intampla, spre pilda, in cazul in care competenta agentiilor de informatii se
extinde asupra anumitor infractiuni sau in cazul in care urmarirea penald a unui terorist sau a
unei organizatii criminale este incadratd ca si combatere a razboiului Intrucat se considera ca
presupune un conflict armat. Asemenea schimbari de concepte se constituie in cele mai grave
amenintari la adresa libertatilor civile, asa cum au fost ele relevate n analiza de mai Sus.

D. Cercetarea viitoare

Acest rezultat are o influentd importantd asupra continudrii cercetdrii viitoare privind
noul drept al securitatii. Putem rezolva problemele legate de limitele legii securitatii numai daca
vom studia in amanunt obiectivele si sarcinile diferitelor regimuri care contribuie la aparitia legii
securitatii. In ceea ce priveste viitoarea politici penald, trebuie in special si analizim si si
regandim elementele de baza ale arhitecturii securitatii actuale.

Astfel, amenintarile de criminalitate complexd din momentul de fatd ar putea duce la
schimbari fundamentale in sistemul actual al dreptului politienesc, dreptului serviciilor de
informatii, dreptului razboiului, precum si in cel al altor drepturi. Necesitatea unei astfel de
abordari holistice justifica analiza de ansamblu si definitia datd mai sus dreptului securitatii.
Studiile de drept comparat indicd, de asemenea, faptul ca exista alternative la solutiile noastre
prezente. Din acest motiv, cercetarea in domeniul legii securitatii si in cel al arhitecturii acesteia
este de abia la inceput. Mai avem o cale lungd de parcurs. Sper ca, pe viitor, sa pasim impreuna
pe acest drum — Timisoara si Freiburg.
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I. Introduction: New Threats, New Fears, and the Dogma of Security

Cases of international terrorism, organized crime, economic crime, and other forms of
complex crime illustrate the significant impact of crime and the importance of crime control to
society as a whole. Not only do these cases dominate public discussions, the media, and political
discourse. They are also causing a fundamental paradigm shift in criminal policy in general and
in the architecture of security law in particular — a development that goes largely unnoticed by
the general public.

This paradigm shift is based, on the one hand, on objective changes such as the emergence
of new threats and new types of complex crime, for example, terrorism, organized crime, and
cybercrime. On the other hand, it is due also to changes in people’s subjective levels of well-
being: objective changes lead to greater fear of crime. In many countries, these feelings of
insecurity and the resulting demands for stricter laws are embraced by populist politicians
seeking (re-)election. Their policy of “governing through fear of crime” is reflected in the rise of
extremist parties calling for protection against migrants and strangers and for increased security
against crime.

The combination of these objective, subjective, and political factors has greatly influenced
criminal policy in recent years: in many areas, crime control is no longer dominated by the
traditional questions of culpability and punishment but rather by the issues of risk and
dangerousness and by the future-oriented themes of prevention and security. This dogma of
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security as described has led to fundamental changes in existing approaches to social control and
to the emergence of a new aim: providing security by means of early prevention.

This development can be seen both within and outside of criminal law, dissolving the
limits between the legal regimes into a kind of overall “security law”. This law is governed by a
new architecture, which is no longer monopolized by criminal law but by a variety of different
legal regimes such as intelligence law, police law, the laws of war, or civil law. The new
architecture of security law goes hand in hand with a loss of legal guarantees within and, in
particular, outside of criminal law.

The aim of this lecture is to describe and to understand these fundamental changes within
the global risk society better. For this purpose, it will briefly analyse the contours and regimes of
the emerging security law (part I1), It will then deal especially with the accompanying process of
decreasing legal guarantees (part 111). Lastly, the summary (part 1) will recapitulate and explain
this overall legal development in the global risk society in more detail and stress the need for
future research on this topic.

Il. The Emergence of Preventive Security Law

A. Preventive Criminal Law

The traditional concept of criminal law is changing in important areas from being a
repressive, punitive instrument to being a primarily preventive tool designed to minimize
dangers and risks. In the area of substantive criminal law, this new preventive approach is based
on the protection of overall social interests (such as the “financial market”) in advance of
criminal activity against individuals as well as on the criminalization of early (often
commonplace) preparatory acts that pose specific risks or are executed with the intent of
committing a crime. An example of this development is the criminalization of the attempt to
leave the country with the aim of receiving weapons training in a terrorist training camp located
abroad, as was recently enacted in Germany.

A corresponding preventive aspect of criminal law can also be found in the field of
criminal procedure: many clandestine powers for secret surveillance available in police law and
intelligence law are now also used in criminal procedure or law enforcement. These powers
represent the procedural equivalent to preparatory inchoate offenses in substantive criminal law
as they facilitate the investigation of activities in this preparatory phase. Such powers are found
not only in many legal orders but they also dominate the criminal policies of international
organizations. They threaten the balance between security and liberty, a balance essential to
democratic societies.
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B. Non-Criminal Regimes of Security Law

Parallel and in addition to these changes in criminal law, there are similar changes outside
of criminal law: criminal law-based policies for social control are yielding to security-based
policies. Thus, police law, intelligence law, laws of war, civil law, and private law are taking
over tasks that until recently were within the ambit of criminal law. In many cases, these
alternative legal regimes may permit more intrusive interference with civil liberties compared to
criminal law and may be subject to significantly less comprehensive legal guarantees.

e This can be seen, for instance, in the use of intelligence law for crime control purposes:
Enquiries by intelligence agencies do not require the existence of a suspicion; in contrast,
starting a criminal investigation requires such a suspicion in order to protect citizens against
intrusion and an excessive search for crime.

e Police law in many countries is acquiring new and intrusive control instruments, among them
those for confronting so-called “endangerers” (in Germany), for “control orders” that are
similar to criminal law measures (e.g., in England), and for “administrative detention” with
few legal guarantees (such as in Israel).

e The laws of war are being construed (esp. in US law) to permit the targeted killing of alleged
terrorists without proof of criminal activity and with no judicial oversight.

e So-called “administrative sanctions” can lead to the imposition of staggering fines in the
course of procedures that offer minimal legal guarantees, as is illustrated by the EU
Commission’s powers in dealing with the cartel offenses in European competition law or the
sanctions against banks and other companies imposed by the American Securities and
Exchange Commission.

e “Civil asset forfeiture” and “non-conviction based confiscation” against suspected criminals
and “unjustified enrichment” permit, in an increasing number of countries, the confiscation
of assets. This approach is based on the less stringent civil law standard of “preponderance of
the evidence” and do not require a criminal conviction.

e What is more, private compliance programs in many Western states lead to investigations
by private companies, all in the absence of proper safeguards.

C. Additional Changes in the Global Information Society

The threat to the protection of individual liberty posed by the new ‘“security law” is
exacerbated by two additional changes that are caused by the shifts of global risk and
information society:

As a consequence of today’s information society, the use of effective IT-based technical
surveillance measures and the collection, storage, and mining of massive amounts of personal
data lead to new concepts of investigation and prevention that already go far beyond all previous
visions of a surveillance (“Big-Brother”) state. On this basis, new concepts of “predictive
policing” might lead to the early identification of potential criminal activity in the future. As a
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consequence, the traditional conflict between liberty and security has, in this field, expanded to a
conflict between privacy and crime control.

In addition, as a result of the global society, many legal orders have developed new models
for transnationally effective criminal law. These new models lead to conflicts between the
efficiency of transnational crime control, on the one side, and the protection of individual rights
and of the sovereignty of the state involved in a conflict, on the other. This is the case, for
example, with respect to the abandonment of traditional models of legal mutual assistance in
favour of the direct recognition of foreign decisions, a development that gives precedent to
security interests and weakens the protection of individuals. The same applies with regard to
global strategies for new sanction regimes — such as the United Nations sanctions against
terrorism. Transnational investigations in foreign countries lead to similar results (e.g., with an
online investigative measure that, without recourse to mutual legal assistance, directly accesses
foreign servers to investigate crime). In all of these models, existing legal guarantees for the
protection of citizens are much weaker than in traditional law and may even be completely
absent.

D. The Emerging Architecture and Characteristics of Security Law

The above analysis has shown that, in important areas of crime, criminal law is
transforming from a repressive to a more preventive function. At the same time, criminal law is
losing its monopoly on crime control, as it is amended (and sometimes replaced) by other legal
regimes.

The combination of the traditional criminal law, the new preventive criminal law, and these
non-penal legal regimes can be more efficient in preventing crime than traditional repressive
criminal law is. They permit early arrests and lengthy “incarceration” of potential perpetrators
(by preventive criminal law), the targeted killing of suspected terrorists (by laws of war), the
comprehensive collection of mass data without any suspicion (by intelligence law), the
confiscation of unexplained wealth based on a preponderance of evidence (by civil law-based
confiscation systems without conviction), efficient and quick procedures against illegal cartels or
fraudulent companies (by so-called administrative sanctions), and the self-investigation of
companies that are expected to present both the offender and the respective evidence on a silver
platter (based on compliance regimes and sentencing guidelines).

However, the examples not only illustrate the advantages of these alternative systems of
crime control when it comes to improving security. They also show that these systems have less
legal guarantees for protecting the liberty of citizens concerned. Compared to the rules of
traditional criminal law, the regimes described above might, for instance, overstrain the
instrument of criminal law and infringe the principle of culpability (in preventive criminal law),
create a non-judicial death penalty (in the laws of war), neglect the limitation of criminal
investigations in cases of suspicion (in intelligence law), infringe the criminal law standard of
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proof beyond reasonable doubt (in civil law-based confiscation), abolish a multitude of legal
guarantees (in administrative sanction law), circumvent the interdiction of self-incrimination, and
many other guarantees of criminal procedural law (in compliance regimes). All such activities
would not be possible under traditional repressive criminal law. This illustrates that the
advantage in security reached by these new regimes comes at the expense of liberty. Since the
goal of criminal law (and similarly of the other legal regimes) encompasses both aims, security
and liberty, evaluating this new development is difficult and must be done in a differentiating
way.

Up until now, we lack — besides a comprehensive empirical analysis — such an evaluation
of the new regimes of security law: The shift to prevention is being critically discussed only with
respect to preventive criminal law and many legal scholars reject this change fundamentally.
Therefore, the criminal law community is largely oblivious to the increasing shift towards non-
criminal regimes for crime control due to its dogmatic focus on the traditional penal law. This
insularity brings with it a serious risk: While criminal law might uphold its dogmatic principles
and guarantees, these principles could be undermined by changing the legal regimes for crime
control or by using a sanction regime with a false non-criminal label (such as possibly
“administrative sanction law” or “civil law-based confiscation”). In some countries this
development is already under way.

For these reasons, criminal lawyers should neither prematurely reject nor close their eyes
to the development of these non-criminal systems for social control. On the contrary, we must
actively participate in the construction of the emerging new legal architecture. Criminal lawyers
possess not only a general knowledge of crime control. They also have the necessary experience
and understanding to grasp the potential for abuse inherent in crime control since the history of
criminal law is, to a large extent, a history of its abuses. For this reason, criminal lawyers must
always be aware that criminal law has two equivalent aims: providing security and protecting
freedom.

Since the practical advantages of applying the new legal regimes are obvious, we should
deal especially with the necessary safeguards against abuses of crime control in the emerging
security law. The following part of this analysis therefore deals with the question of how far the
guarantees of criminal law are changing and could or should be upheld if crime is tackled by
preventive criminal law and non-criminal legal regimes.

I11. Legal Limits for the New Architecture of Security Law

Legal limits to an otherwise boundless security law can be derived primarily from national
constitutional law and from international human rights guarantees, such as the European
Convention for Human Rights, the EU Charter of Fundamental Rights, the Geneva Conventions
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and Additional Protocols, as well as other international conventions. In addition, limits of law
can also be based on general principles of legal doctrine, especially the dogmatics of criminal
law (Strafrechtsdogmatik). Some of the respective fundamental principles are recognized by all
and some only by a number of scholars. These dogmatic principles are non-binding for the
legislature, but can be advocated as best practices for good legislation. However, these
differentiations between constitutional law and dogmatic principles are blurring: A specific
guarantee can be based on constitutional law in one country and be justified as a dogmatic
principle in another legal order; in addition, some of these principles might have a chance to
develop into future constitutional law at a later stage; in some cases it is unclear if a guarantee
has constitutional or only a dogmatic justification. Thus, the legal sources of limits to the
emerging security law may vary between different legal orders, are time-dependent, and often
controversially disputed.

For this reason, an internationally viable concept for the limits of security law should not
be based on legal sources, but be structured according to factual questions. These concern:

A. the definition of criminal law, its specific guarantees with respect to preventive criminal
law, and the possible recognition of a “light criminal law” with attenuated guarantees, as
well as

B. the development of special safeguards for other (non-criminal) legal regimes with specific
foundations, applications, and exceptions.

A. Defining Criminal Law and Its Limits

Criminal law has developed specific guarantees for protecting civil liberties since the
Enlightenment. Due to this long historical development and the dominance of criminal law-based
guarantees, the following concept on the limits of security law starts with three fundamental
questions: (1) Does criminal law have specific features which differentiate it from the other
regimes of security law and which can justify and define the range of specific guarantees
applicable to criminal law? (2) Which limits exist or can be developed based on the range of
these guarantees in order to guard against a too far-reaching preventive criminal law? (3) Can
these limits for criminal law be reduced by creating a “light criminal law” (e.g. an
“administrative sanction law”) with more lenient penalties and attenuated guarantees compared
to traditional criminal law?

1. The Definition of Criminal Law and the Justification of Specific “Penal”
Guarantees

The severity of criminal sanctions alone cannot be viewed as a specific feature of criminal
law and as a special justification of its guarantees, since grave consequences — including the
deprivation of liberty — can also be found in other regimes of (esp. public) law. For this reason,
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the main particularity of the legal consequences of criminal law lies in the combination of a
sanction with ethical blame (e.g., connected with the criminal label provided by the legislature,
which defines crimes esp. by specific names for “criminal” sanctions). In addition, sanctions of
criminal law go beyond the restitution of illegal enrichment and beyond measures necessary for
the technical prevention of future acts (e.g., by police law) or other specific legal purposes (such
as taxation). What distinguishes criminal sanctions from the preventive measures of German
police law, from the confiscation measures for re-establishing the status quo ante, and from the
other measures listed above is its imposition of the legal detriment with the goal of deterring the
perpetrator and/or the general public.

Based on this concept, specific guarantees of criminal law can indeed be justified in light
of the combination of these severe factors of blame, detriment, and the “use” of the perpetrator to
deter others (a mechanism that can be called into question with respect to its operability and the
legitimacy of “using” the perpetrator to deter others). In addition, these special guarantees of
criminal law historically originated in reaction to specific abuses and risks of criminal law which
continue to exist in many legal orders. Such special guarantees safeguarding against typical
abuses of criminal law include, for example, the principle of “nullum crimen sine lege
parlamentaria”, the rejection of an analogous application of criminal statutes, the principle “ne
bis in idem”, or the necessary proof beyond reasonable doubt.

The characteristic features of this definition of criminal law and the scope of its guarantees
can be found in slightly different variations in the concepts of criminal law and criminal
sanctions as developed by constitutional courts and human rights courts. For example, the
respective Engel criteria of the European Court of Human Rights define criminal sanctions by (1)
the classification of the measure in national law, (2) the nature of the offence (esp. its aim and
purpose), and (3) the degree of severity of the penalty risked (with no minimum requirement for
criminal sanctions). If sanctions are not characterized by the legislature as criminal, the ECtHR
does not judge them to be criminal as long as they only re-establish the status quo ante or are
focused on future prevention. This means that the confiscation of the proceeds of crime or of
dangerous instruments used to commit crimes, as well as other purely preventive measures do
not fall under the concept and the guarantees of criminal law if the legislature does not label
these instruments as criminal and does not attach any ethical blame. Thus, based on the ECtHR
definition of crime, the legislator can exclude the legal consequences of police law, intelligence
law, the laws of war, and civil asset confiscation from an application of the criminal law
guarantees if he defines these legal consequences properly. As a consequence, purely
compensatory and purely preventive regimes have to be restricted by their own guarantees and
limits.

Contrary to these legal regimes, the preventive criminal law discussed above is
unquestionably part of criminal law since it combines ethical blame (through its designation and
classification by the legislature) with grave legal consequences going far beyond restitution and
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direct (“technical”) prevention and instead aims to deter the perpetrator and the general public
from further acts.

2. The Specific Limitations for Preventive Criminal Law

The above-mentioned alignment of preventive criminal law leads to the question of
whether constitutional law or dogmatic principles of criminal law are able to effectively limit a
preventive criminal law that has become excessive. This question becomes relevant, for example,
if the legislature decides to criminalize purely subjective criminal ideas or everyday actions
performed with criminal purpose. An example of the latter is a recently-enacted German statute
criminalizing the collection of assets with the intention to finance terrorist acts. In the hearing of
the expert commission of the German parliament, | argued that this extension of criminal law
comes quite close to criminalizing pure thoughts and contradicts the principles of criminal law
and possibly also the constitutionally protected principle of culpability.

In German law, the principle of culpability is not mentioned in the text of the Constitution,
but is recognized by the Federal Constitutional Court as a special constitutionally protected
principle. The Federal Constitutional Court requires that the penalty must be proportionate to the
gravity of a criminal act and the perpetrator’s degree of fault: Culpability is thus both “one of the
legitimizing reasons for, as well as the outer limit to imposing and enforcing a prison sentence.”
The basis for punishment lies in the offender being guilty of “reproachable wrongdoing”. Thus,
culpability for an action must be derived from a combination of both objective wrongdoing and
personal fault. For this reason, one can argue that the respective statutes of preparatory criminal
law are only legitimate if they are not only based on subjective intentions of the perpetrator but
also require indicative objective elements of crime.

In a similar way, it is possible to develop limits against other types of “inchoate offences”,
“abstract endangerment statutes”, or other types of preventive criminal law. Under German law,
for example, limits for statutes designed to safeguard vague social interests (like the public
peace) can be based on the constitutional requirement of a legitimate aim and a proportional
means of protection, or (less binding but more specific) the dogmatic requirement that criminal
statutes should only protect precisely defined legal interests. These examples illustrate that
constitutional law and legal doctrine are capable of developing at least some adequate limits for
preventive criminal law.

3. Recognition of a “Light Criminal Law” with Attenuated Guarantees

According to the Engel criteria of the ECtHR described above, the scope of criminal law
with its specific guarantees encompasses not only the traditional core criminal law but also the
regimes of so-called administrative criminal law, administrative sanction law, and the law of
regulatory offences (e.g., the German Ordnungswidrigkeitenrecht). In the context of
administrative criminal law, the Court stresses that “there is nothing in the Convention to suggest
that the criminal nature of an offence, within the meaning of the Engel criteria, necessarily
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requires a certain degree of seriousness” (emphasis added). It reiterates that “the lack of
seriousness of the penalty at stake cannot deprive an offence of its inherently criminal character”
(emphasis added). Thus, as far as administrative offences are concerned, there is no requirement
in the jurisprudence of the ECtHR of a certain minimal degree of ethical blame, a factor that
traditionally forms the basis of criminal culpability in national penal law regimes. The ECtHR
deals with minor offences in a more flexible manner and extends its application of Article 6 of
the Convention to include such cases if the nature of the administrative offence in question
protects values or interests of society that are “usually protected by criminal law” and if “the aim
of administrative sanctions is to punish offenders and to deter them from reoffending” (emphasis
added). In these cases, the sanctions are imposed “on the basis of the gravity of the impugned
conduct, and not of the harm caused”.

Within these administrative offences, the ECtHR distinguishes between two types: the first
category comprises so-called minor or petty crimes, which have often been removed from the
core criminal law in the course of decriminalization due to the minimal nature of wrongdoing
involved and in order to unburden the prosecution office (e.g., with respect to the above-
mentioned traffic offences). The second category consists of administrative offences whose
prosecution is conducted by a special supervisory authority within its general competence for the
overall regulation of a particular field, such as agriculture or financial markets.

This broad concept for the guarantees of “criminal law” and “criminal fines” leads to the
question of whether the limits of criminal law — which were historically developed for core
criminal law — can be softened for legal regimes that dispense with terms of imprisonment and
limit their sanctions to monetary fines or other alternative sanctions for cases of minor
wrongdoing. Such attenuation is accepted by the ECtHR to a certain degree: The Court has
accepted the fact that the two categories of administrative offence are both prosecuted and
adjudicated in the first instance by the same administrative body. However: “decisions taken by
administrative authorities which do not themselves satisfy the guarantees of Article 6 § 1 of the
Convention must be subject to subsequent control by a judicial body that has full jurisdiction”.
Yet, even in the subsequent judicial proceedings, procedural tools such as conducting
proceedings in writing, fast-track procedures, and the limitation of evidence in order “to deal
quickly and efficiently with petty offences” are not per se impermissible, provided the procedure
still satisfies the main purpose of Article 6 of the Convention, namely, to “guarantee the right of
an accused to participate effectively in his criminal trial”. Other guarantees of the ECHR might
also be attenuated for “offences of a minor character.” This can apply with regard to the right of
appeal to a superior court (Art. 4 of Protocol No. 7). There is also an exception with regard to the
principle of ne bis in idem (Art. 4 of Protocol No. 7) if a criminal sanction and a “regulatory
offence” differ in their essential elements.

However, even for minor administrative offenses, the Court does not accept wide-reaching
limitations, for example, with respect to the right to be informed of the accusations and to
prepare for defence, to have an oral hearing, to ask for exonerating witnesses or experts, to use
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the services of a translator free of charge, to receive reasons for the verdict as well as with
respect to the principle of the finality of judgments. The same holds true with respect to the
principle of nulla poena sine lege (Art. 7). In all cases, the Court addresses the individual
complaints and procedures as a whole.

This illustrates that the ECtHR compensates to a certain degree its broad and rigid concept
of “criminal law” and “criminal sanctions” by applying flexible legal consequences with respect
to the relevant guarantees. However, this flexible application of these guarantees was developed
chiefly for petty offences. In addition, in various decisions the Court has declared that the degree
of some procedural guarantees depends, inter alia, on “what is at stake”. The Court also stressed
that there “are clearly ‘criminal charges’ of differing weight” and it justified the need for a public
hearing with regard to the “financial severity” and the “significant degree of stigma” of the
penalties and with regard to the loss of the “professional honor and reputation of the persons
concerned.” This modulation of the level of guarantees according to the gravity of the intrusion
is justified especially by the principle of proportionality: the more serious an intrusion in civil
liberties is, the higher the level of procedural safeguards must be.

As a consequence, the system of protective guarantees does not jeopardize a
decriminalization of petty offences or the efficiency of administrative and sanctioning
proceedings in the above-mentioned second category of administrative offences. However, there
are also limits for such attenuations, especially for cases with significant financial penalties. This
is relevant, for instance, with respect to the methods used in calculating the sometimes staggering
fines that can be found in EU competition law. For example, regarding limits to administrative
discretion and the minimal level of specificity exhibited by the applicable fining guidelines, the
current state of affairs in cartel enforcement appears troubling, considering the gravity of the
sanctions imposed. In some of these areas there seems to be an urgent need for reform. A more
detailed critical assessment of these proceedings under the ECHR, EU law, and national
constitutional law is therefore called for. However, the present analysis shows that there are
limits and guarantees which can be used.

B. Defining the Limits of Crime Control Outside Criminal Law

In order to avoid a security law without restrictions, there must also be limits on measures
outside criminal law. This is especially the case with respect to the above-mentioned legal
regimes of police law, intelligence law, the laws of war, civil law, and private compliance
regimes. If these regimes are employed for the purpose of crime control, constitutional or
dogmatic limitations, | suggest that they should be developed in the course of a three-stage
review procedure: (1) checking for elements of criminal law, (2) applying general principles of
constitutional law and international human rights law, as well as (3) verifying the prerequisites,
specific limits, and dogmatic principles of the respective non-criminal control regimes.
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1. Checking for Elements of Criminal Law

In an initial check for limits of specific control regimes used against crime, the question
dealt with above of whether the respective measures used for crime control purposes fall within
the concept of criminal sanctions should be analysed, for example, according to the Engel criteria
of the ECtHR. If this question is answered in the affirmative, the traditional guarantees of
criminal law are applicable, possibly with some attenuation for administrative sanctions that deal
with less serious offences.

This would be the case, for example, if short-term security arrests under police law were
used not only for the prevention of danger but also for purposes of deterrence and punishment.
The same would apply if a so-called civil asset forfeiture were not limited to the profits of crime
or to clearly preventive purposes but rather extended to other assets belonging to the suspect.
Due to such a “surplus”, the confiscation would be a penalty and as such subject to the
guarantees of criminal law.

2. Applying General Principles of Constitutional Law and International Human
Rights Law

If the special guarantees of criminal law are not applicable, general principles of
constitutional law and international human rights must be considered.

a) Example: Police Law and Intelligence Law

The main fields of application for these general guarantees are coercive police powers and
powers of intelligence agencies used for information gathering. For these cases, the fundamental
rights at issue (e.g., rights concerning the protection of liberty, privacy, and the home) in
connection with the principle of proportionality apply. The requirement of a statutory reservation
for a parliamentary law allowing limitations of fundamental rights also plays an important role.
The German Constitutional Court has announced a multitude of decisions that nullify the
procedural powers of police law and intelligence law, for example, with regard to online searches
(forensic software) or data mining. In this field of procedural powers, constitutional guarantees
in the area of criminal law and those in the area of police law are often quite similar. The
respective guarantees for the information-gathering activities of intelligence agencies are
generally less strict, since the information collected in this context is used only for monitoring
purposes and generally not for more serious consequences such as arrest or conviction (as may
be the case under criminal law).

b) Example: Confiscation Law

The important function of general constitutional guarantees in the field of crime control
can also be seen with respect to non-criminal confiscation measures. If confiscation measures are
criminal sanctions, this implies inter alia the presumption of innocence (Art. 6 § 2 ECHR) so
that the underlying crime and its connection with the confiscated assets must be proven beyond
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reasonable doubt. If, however, confiscation measures are limited to re-establishing the status quo
ante or if their only aim is to prevent future crime (e.g., by confiscating instruments for
committing crime) the guarantees of criminal law do not apply. However, this does not exclude
constitutional protection. In these cases, the general safeguards for protection may be applicable,
especially the protection of property (Art. 1 of the Protocol No. 1 of the ECHR) and the right to a
fair trial in civil matters (Art. 6 of the Protocol No. 1 of the ECHR).

According to the ECtHR, these non-criminal guarantees do not exclude civil conviction
orders based on a preponderance of evidence or with a high probability of illicit origins, as well
as a reversal of the burden of proof. Similar results for non-criminal confiscation can be expected
under EU law (esp. Art. 17 EUC). Contrary to these interpretations, under German constitutional
law, the protection of property goes further: it requires the court, after exhausting all available
evidence, “to be convinced that the assets concerned were obtained illegally”. Thus, this example
shows that substantial legal guarantees are also possible outside criminal law in other legal
regimes. However, these guarantees may be weaker, less developed, and more insecure than
those of criminal law, due to the lesser intrusiveness of the respective measures.

3. Verifying the Prerequisites and Specific Limits of Non-Criminal Control Regimes

As illustrated above, the control regimes outside of criminal law are often able to provide more
efficient interventions than criminal law can, since they are designed for specific situations and
purposes. For example, the laws of war deal with exceptional threats by serious armed attacks.
Intelligence law was developed as an early warning system against special dangers to the state.
And in many legal orders, preventive police laws are particularly suited to dealing with the
prevention of future dangers. For these reasons, the decisive limits to the application of these
alternative control regimes outside of criminal law are often to be found in the prerequisites for
their application. This tends to be easily forgotten in light of the multitude of political
announcements regarding wars or specific emergency programs against crime.

a) Example: The Laws of War

Special prerequisites for application play a major role in the laws on armed conflicts. These
laws are used in “wars” on terror, on drugs, on organized crime, or in cyberwars in order to
justify specific actions that would not be legal in times of peace. However, the main goal of ius
in bello is to limit armed conflicts with a high military potential; thus it contains a variety of
important limits and protective guarantees.

These limits and guarantees of the laws of war are most illustrative for methodological
purposes. They show that the aims and tasks of the different special regimes used in crime
control are not only decisive for the limits of applying the respective regimes as such and at all.
In addition, the aims and tasks of the various regimes as well as their typical subject matter are
also affecting the types, the intrusiveness and the guarantees of respective control measures or
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powers admissible under this regime. For this reason, these two types of limits and safeguards
have to be discussed in more detail.

aa) The essential prerequisite for applying the laws of war is either an international or a
non-international armed conflict. In the context of an initiative against serious crime (a “war on
crime”), the rules on non-international armed conflicts are more important. These rules are found
primarily in Article 3 of the Geneva Conventions I-1V, in their first additional protocol, and in
customary international law. According to these rules, a conflict does not qualify as a non-
international armed conflict unless a certain duration and a certain intensity are reached that
surpass those of “internal disturbances and tensions, such as riots, isolated and sporadic acts of
violence or other acts of a similar nature” (Art. 1 AP I and Art. 8 (2) (f) Rome Statute). The total
number, the duration, the weapons used, the number of combatants and victims, as well as the
destruction caused by the acts of violence must be comparable — in their nature and their effect —
to military attacks between regular armed forces of belligerent states involved in an international
armed conflict. Therefore, the ICTY stated in the Tadi¢ case “that an armed conflict exists
whenever there is a resort to armed force between States or protracted armed violence between
governmental authorities and organized armed groups or between such groups within a State”.
This is a quite rigorous requirement that does not allow for the application of the laws of war
against “mere” large organized criminal groups.

bb) However, limitations of the laws on war lie not only in the requirements for their
application but also within the range of their application. Such limitations result especially from
the system for distinguishing among different types of people which typically take part or suffer
in armed conflicts: The laws define who can act under the respective powers and which persons
can be attacked under which conditions. A major protective means here lies in the distinction
between ‘“combatants” and “civilians”, both of whom are protected in a specific way under
international humanitarian law. Pursuant to Article 3 of the Geneva Conventions and Article 43
Additional Protocol I, combatants are defined as members of the armed forces of a party to an
international armed conflict. Thus, the invention of a third (new) category of “illegal combatant”,
which has neither the protection of a combatant nor that of a civilian, is highly problematic. Yet,
the conflicts of the 21st century are characterized by civilians who participate directly in armed
conflict. Therefore, the Internatioal Committee of the RedCross (ICRC) has developed criteria
that must be fulfilled before civilians lose the benefits of their protective “civilian” status as a
consequence of direct participation in the conflict. The three ICRC criteria for direct
participation in hostilities are as follows: a likely “threshold of harm”, which would be “caused
directly” by the act in question with a “belligerent nexus”.

A similarly problematic concept for extending the powers of the laws on armed conflict is
the concept of “targeted killing” if it is used in a non-international conflict that is not clearly
defined in terms of scope and time. In this context, “targeted killing” describes some states’
practice of killing pre-selected individuals who neither pose an immediate direct threat to other
individuals nor are executed as enforcement of a death penalty on the basis of a criminal
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proceeding. The oftentimes missing link to the battlefield and the lack of a trial of the targeted
individual raises severe concerns as regards a violation of international humanitarian law and
international human rights. This concern is fueled particularly by recent operations of “target
killings” which were not performed against regular “combatants” on the battlefield or which
concerned targeted individuals who were linked to irregular armed groups within armed
conflicts. Without the concept of “unlawful combatant” these persons are categorized as
“civilians” under international humanitarian law and might only be attacked “for such time as
they take a direct part in hostilities” (Art. 51 (3) AP I).

In an armed conflict, legal limits concern even the guiding principle for war powers,
namely that of military necessity. This principle, on the one side, permits the killing of persons,
the demolition of houses, and the occupation of territory. On the other side, it also limits military
actions only to those actions that are “necessary” for the realization of military aims. Therefore,
the dogma of “military necessity” simultaneously both legitimates and limits military actions.
Additionally, the laws of armed conflict are guided by the principle of proportionality and
humanity in order to keep the conflict as “humane” as possible and to avoid unnecessary harm.
Further protective rules also originate from the general principles of international human rights
law, which are applicable as lex generalis in addition to the lex specialis of the laws on armed
conflicts. This illustrates that the concept of legal limits and guarantees for crime control outside
criminal law works even within the laws of war, however that their scope and content are
influenced by the special regime.

b) Emergency Security Laws

Special prerequisites of specific legal regimes can also be important for emergency laws
that allow intensive state intervention in emergency situations. France’s currently applicable
emergency law (whose prolongation and codification is under discussion) permits the
proclamation by the Council of Ministers of a state of emergency for 12 days; subsequent
prolongation is possible only by parliamentary law. The present emergency law in France allows
warrantless searches and seizures, access to systems of information technology, establishment of
security zones with limited accessibility, dissolution of groups, house arrest and residence
requirements, bans on assemblies and the closing of meeting places, seizure of weapons, as well
as drafting to military or civil service. This area of law shows again that the threats to civil
liberties posed by crime control arise not only in the context of penal law but also — and even
moreso — within the framework of other systems of crime control. As a consequence, the efforts
made in criminal law since the Enlightenment to protect civil liberties must also be undertaken in
these alternative crime control regimes.
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IVV. Summary, Evaluation and Future Research

A. The Emergence of Security Law

The global risk society is characterized by new and complex crimes, an increasing fear of
crime, a dogma of risk prevention, and a shift in criminal policy from traditional criminal law to
preventive security law. The emerging new architecture of security law combines new forms of
preventive criminal law with other preventive legal regimes into a new risk-oriented security
law.

Since definitions are always functional and serve specific objectives, a research approach to
crime control can define this new “security law” as the norms dealing with the prevention of
risks caused by human activities. Applying a more focused approach in criminal law and
criminology, these activities can also be specified as acts that are or should be covered by
criminal law. Such a narrower focus concentrates on more serious acts and respective control
methods. This restriction increases the chances of finding more commonalities and achieving
better results for controlling crime in view of a tailored future criminal policy. In addition, the
term “security law” should be limited in its definition to law aimed at eliminating risks, dangers,
and detriment (and not only punishing culpable perpetrators, as is the case in criminal law).

Defining security law in this way unites various legal regimes, especially preventive criminal
law, administrative criminal law, police law, intelligence law, the laws of war, and civil law. One
could also add elements of the laws relating to migrants and foreigners, or telecommunication
law. With respect to the goal of providing security, criminal law is losing its monopoly in the
field of crime control. For the purpose of security, criminal law is also being reshaped from a
repressive to a preventive tool. This leads to the significant changes in criminal law described
above, in both the fields of substantive law and procedural law.

B. The Advantages for Security

The shift from repressive criminal law to prevention and the combined use of various legal
regimes unquestionably contribute to a more effiicient crime control. This is primarily
accomplished by a simple additive effect, since, in principle, these different regimes act
independently from each other. Yet, the combined use of the various regimes also leads to
additional synergies, especially if information gathered within the legal regimes is exchanged or
joint actions are executed. In specific cases, the regime combination may also lead to undesirable
results and tension (e.g., when the risk-based power of police law is combined with a preparatory
offense in criminal law). However, such effects can be minimized by adequately crafting legal
provisions.

All in all, and from a security perspective, the bundling of these various legal regimes can
certainly improve security. In the present-day risk society, there is no alternative to embracing
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this new preventive approach and to the bundling and intergration of various legal regimes for
controlling complex crime.

C. The Detriments to Civil Liberties

The negative effect of this new orientation concerns civil liberties. Based on the above
analysis, three separate grounds can be identified that are responsible for this curtailing effect:

The first reason is that the new threats and fear of crime are leading to a climate which
gives priority to the objective of security, whereas civil liberties and especially privacy
protection become secondary interests. This development is responsible, for example, for
shaping a legal landscape in which criminalization is increasingly extended to the preparatory
phase or in which new investigation tools (such as online searches of computers) are
implemented and accepted.

The second reason for the loss of civil liberties is the fact that “prevention”, “risk
reduction”, and “security” are, in principle, borderless concepts. Whereas the traditional criminal
law concept of a previously committed culpable wrong deals with a concrete and fixed fact in the
past, prevention depends on an open and future-oriented prognosis. In todays complex society,
there are always risks (some of them are expected in daily life) and absolute security is not
possible. In an atmosphere of serious new risks (e.g., terrorism) and voter-oriented policies based
on “governing by fear of crime” there is always more that can be done for security and an
incentive to do so.

The third reason for the loss of civil liberties is the most interesting one and came to light
in the course of the above analysis: The analysis showed that there are immense discrepancies
between the various disciplines of security law with regard to legal guarantees, despite the fact
that the constitutional starting points, for instance, are quite similar. This is due to the fact that
the aims and tasks of the various regimes used for crime control are very different. Throughout
the course of this analysis, the respective consequences became especially clear for the laws of
war: Whereas most criminal justice systems have abolished the death penalty, the laws of war
still permit the killing of persons without any preceding judicial control mechanisms whatsoever.
The reasoning for this significant difference results from the different tasks of the various legal
regimes. However, such differences also illustrate that major changes in legal safeguards can
easily be condoned by bringing a certain case from one legal regime under the roof of another.
This is the case, for example, when the competence of intelligence agencies is extended to
certain crimes or when the prosecution of a terrorist or criminal organization is considered to be
fighting war by assuming an armed conflict. Such shifts of entire concepts are the most serious
threats to civil liberties discovered in the above analysis.
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D. Future Research

This result has an important influence on the continuation of future research on the new
security law: We can solve the questions relating to the limits of security law only if we take an
indepth look at the aims and tasks of the various regimes contributing to the emerging security
law. With respect to future criminal policy, we must especially analyse and reconsider the basic
elements of the present security architecture.

Thus, the present threats of complex crime might lead to fundamental changes in the
present system of police law, intelligence law, the laws on war, and others The need for such a
holistic approach justifies the overall analysis and the above definition of a security law.
Comparative law research also indicates that there are alternatives to our present solutions. For
this reason, research in security law and its architecture is just beginning. There is still a long
way to go. | hope that in the future we can continue on this path together — in Timisoara and in
Freiburg.
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Directorul Max Planck Institute for Foreign and International Criminal Law

Prof. dr. Dr.h.c. mult. Ulrich Sieber este director al Institutului Max Planck pentru drept
penal strdin si international din Freiburg/Germania §i profesor de onoare si membru al
personalului academic la Facultatile de Drept de pe langd Universitatile din Freiburg si
Munchen.

Ulrich Sieber este profesor invitat la departamentele de drept ale Universitatii din Peking,
Universitatea din Renmin, Universitatea din Beijing si Universitatea din Wuhan (Republica
Populara Chineza), precum si profesor onorific la Universidad Tecnoloégica de los Andes
(Cusco/Peru). Profesorul Sieber este doctor onorific al Universitatii din Atena/Grecia, precum si
al universitatilor din San Marcos (Lima/Peru), Altiplano (Puno/Peru), Pécs/Ungaria si al
Universitatii de Sud-Vest Neofit Rilski Blagoewgrad/Bulgaria.

Cariera academica:

Profesorul Sieber si-a lansat cariera academica la Universitatea din Freiburg, unde a
activat ca si cercetitor si membru al personalului academic din 1973 pana in 1987. In 1977, i s-a
acordat titlul de doctor pentru teza sa privind criminalitatea informatica si dreptul penal
(Computerkriminalitit und Strafrecht) si a fost admis cu cu succes la examenul de intrare in
Barou. In plus fatd de activitatea academici, a lucrat ca avocat specializat in dreptul tehnologiei
informatiilor din 1978 pana in 1987.

A obtinut o bursa post-doctorald sub conducerea profesorului Klaus Tiedemann la
Universitatea din Freiburg, in 1987, cu o teza de abilitare pe tema relatiei dintre dreptul penal
material si procedura penald. In acelasi an, a acceptat functia de profesor de drept penal,
procedurd penald, precum si de dreptul informatiilor la Universitatea din Bayreuth. In 1991,
Ulrich Sieber devine profesor de drept penal, procedura penalda, dreptul informatiilor si
informatica juridica la Universitatea din Wiirzburg, unde, in perioada 1997-1998, a ocupat si
functia de decan al Facultatii de Drept. A declinat o oferta de a ocupa functia de profesor de
informatica juridica la Universitatea din Miinster in anul 1994. In acelasi an 1994 profesorul
Sieber a fost profesor invitat la Universitatea din Tokyo. In aprilie 2000, a acceptat invitatia de a-
1 urma profesorului Claus Roxin la Universitatea din Miinchen.
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In octombrie 2003, profesorul Sieber a fost numit director al Institutului Max Planck
pentru drept penal strain si international din Freiburg, succedandu-i pe profesorii Hans-Heinrich
Jescheck si Albin Eser ((https://www.mpicc.de/de/int/home.cfm). Incepand cu anul 2004, este
profesor onorific si membru al personalului academic la Universitatile din Miinchen si Freiburg,
fiind abilitat sa coordoneze teze de doctorat si post-doctorat. Este initiatorul si purtitorul de
cuvant al Scolii internationale de cercetare Max Planck in domeniul dreptului penal comparat,
rezultat al cooperarii dintre Institutul Max Planck din Freiburg si Facultatea de Drept a
Universitatii din Freiburg (a se vedea: http://www.imprs-cc.de/de/).

Consultanta nationala si internationala:

Pe langa activitatea academica, profesorul Sieber continud sa fie activ in calitate de
expert consultant si consilier, in special in domeniul dreptului cibernetic, dreptului penal
economic si al dreptului penal international. In aceasta calitate, a indeplinit functia de consilier
special pe langd doi comisari ai CE, gratie bogatei sale experiente din domeniul dreptului
cibernetic si al fraudei din CE. A activat, de asemenea, in comisia juridicd §i Tn mai multe
comisii de anchetd ale Parlamentului german si a consiliat Curtea Constitutionald Federala a
Germaniei, Ministerul german al Justitiei, Ministerul german al Educatiei, Stiintei, Cercetarii si
Tehnologiei, precum si Oficiul federal de politie german. A oferit consiliere, de asemenea,
Consiliului de Ministri si Adunarii Parlamentare a Consiliului Europei, Comisiei Europene,
ministrilor cercetarii natiunilor Grupului celor Opt - G-8 (Grupul Carnegie), Organizatiei pentru
Cooperare Economica si Dezvoltare, Organizatiei Natiunilor Unite si Camerei Internationale de
Comert din Paris.

In calitatea sa de autoritate academica in domeniul dreptului penal, Domnul Profesor
Sieber a exprimat opinii de specialitate si a fost consultant pentru Tribunalul Penal International
pentru fosta Iugoslavie, precum si pentru Ministerul Justitiei al Canadei, Senatul Statelor Unite,
Comitetul de supraveghere a vietii private si a libertatilor civile a Guvernului SUA si Agentia
Nationala de Politie a Japoniei.

Apartenenta la societati profesionale:

In Germania, Domnul Profesor Sieber este presedintele si membru fondator al Asociatiei
Germane de Drept Penal European (Deutsche Vereinigung fiir Europdisches Strafrecht e.V.),
vicepresedinte al sectiunii germane a Asociatiei Internationale de Drept Penal (Association
Internationale de Droit Pénal, AIDP), membru al consiliului de administratie al Centrului
European de Drept al Universitatii din Wiirzburg, presedinte al Consiliului de Etica al Societatii
Max Planck, membru al consiliului director al Fundatiei Germane pentru Drept si Informatica
(DSRI), membru al comitetului de selectie al Fundatiei Minerva, membru consultant al
directoratului Centrului pentru Securitate si Societate al Universittii din Freiburg, membru al
comitetului consultativ al Academiei Nationale Germane de Stiintd (Leopoldina) si al Fundatiei
Germane de Cercetare (DFG) pe probleme legate de desfasurarea cercetarii in domeniul
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securitatii, precum si membru al comisiei de siguranta a informatiilor al Societatii Max Planck,
precum si al consiliului director al Fundatiei Olav Brennhovd.

Pe plan international, Domnia sa este vice-presedintele Comitetului Stiintific al
Asociatiei Internationale de Drept Penal (AIDP), vicepresedintele Academiei Internationale de
Drept Comparat (IACL), vicepresedintele Societatii internationale de aparare sociald pentru o
politica umanistda (ISSD), membru al consiliului director al Institutului International de Studii
Superioare de Stiinte Penale (ISISC), reprezentantul Germaniei in cadrul Retelei Academice de
Drept Penal European (ECLAN), membru de onoare al Asociatiei Japoneze al Profesorilor de
Drept penal si membru de onoare al Ilustre Colegio de Abogados del Cusco.

Editarea de publicatii:

Domnul Profesor Sieber este editor al Strafrechtliche Forschungsberichte [Rapoarte
privind cercetarea in dreptul penal] al Institutului Max Planck pentru Drept Penal Strain si
International (Duncker & Humbolt), al periodicului european ius informationis si ius criminale
(Carl Heymmans Verlag) si al periodicului Max Planck Research on International, European,
and Comparative Criminal Law [Cercetarile Max Planck asupra dreptului penal international,
european, si comparat] (Oxford University Press). Domnia sa este co-editor al Interdisziplindre
Forschungen aus Strafrecht und Kriminologie [Cercetari interdisciplinare de Drept penal si
Criminologie], al unei colectii de legi penale strdine In traducere germand si al perodicului
european series ius europaeum (Nomos Verlag). Domnia sa este, de asemenea, co-editor al
Zeitschrift fiir die gesamte Strafrechtswissenschaft (ZStwW) si al Auslandsrundschau der
Zeitschrift fiir die gesamte Strafrechtswissenschaft, precum si al publicatiei periodice Multimedia
und Recht si membru al comitetului consultativ al revistei Computer und Recht.

Domnul Profesor Sieber este, in acelasi timp, redactor-sef al publicatiei on-line eucrim si
membru al consiliilor editoriale al revistei Computer Law and Security Review (Dreptul
informatic si securitatea), al Series on International Criminal Law (Periodicul de Drept Penal
International), al revistei Crime, Law and Social Change (Infractionalitatea, dreptul si
schimbarile sociale), si al International Criminal Law Review (Revista de Drept Penal
International). Domnia sa este membru al comitetul de redactie al revistei ruse Securitatea
Nationala si membru al consiliilor consultative al European Journal of Crime, Criminal Law and
Criminal Justice (Revista europeana privind infractionalitatea, dreptul penal si justitia penala), al
New Journal of European Criminal Law (Noua revista de drept penal european), al Money
Laundering Control (Controlul spalarii banilor) si membru al comitetului consultativ al Peking
University Law Journal (Revista de Drept a Universitatii Peking). Domnia sa este, de asemenea,
membru al comitetului stiintific international al Revista Penal, al comitetulului stiintific al
Revista Penal México, al comitetului stiintific international al Revue de science criminelle et de
droit pénal comparé (RSC), precum si al comitetelor stiintifice ale revistelor sarbe Crimen -
Journal for Criminal Justice si al revistei Dreptul (publicatd de Asociatia Avocatilor din
Romania). Domnia sa este si membru al comitetului de onoare al revistei romane Revista de
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Drept Penal si membru al comitetului stiintific al Revistei de drept penal est european (Journal
of Eastern European Criminal Law), precum si membru al publicatiei grece on-line Recht und
Neue Technologien.

Activitatea actuala de cercetare:

Programul de cercetare al Domnul Profesor Sieber in cadrul Institutului Max Planck
pentru Drept Penal Strdin si International din Freiburg se desfasoard in stransd legatura cu
schimbadrile actuale din domeniul infractionalitdtii, al dreptului penal si al politicii penale in
societatea globald de astdzi a informatiei si a riscului. Aceste schimbari ridicd noi provocari la
adresa dreptului penal si a dreptului emergent al securitatii.

Printre factorii care contribuie la urgenta acestor provocari se numara dimensiunea
transnationald a criminalitatii, nivelul ridicat al amenintarilor pe care ea le implica si gradul
sporit de complexitate al acestora. Factorii sus amintiti joaca un rol major in domenii precum
terorismul, crima organizatd, infractionalitatea economica si ciberneticd — toate reprezentand
prioritati ale programului de cercetare.

Aceste evolutii au determinat depasirea limitelor teritoriale si functionale ale dreptului
penal traditional, in ceea ce priveste protectia societatii si garantarea libertatilor individuale.
Astfel, au aparut provocari noi, generate de conceptul de drept penal transnational eficient, de
rolul dreptului penal in contextul emergentei unei orientari preventive spre interese de securitate,
si de sisteme alternative de control social.

In acest context, programul de cercetare al Departamentului de Drept Penal din cadrul
Institutului Max Planck pentru Drept Penal Strdin si International urmareste trei obiective
inrudite si progresive: (1) analiza schimbdrilor empirice in ceea ce priveste delincventa si
riscurile de securitate intr-o societate modelata de globalizare, avans tehnologic si dezvoltare
economica; (2) analiza si evaluarea critica a schimbarilor normative corelative in dreptul
contemporan al securitdtii; si (3) oferirea unor solutii viabile pentru problemele generate de
aceste schimbari.

Principalele metode de cercetare care sprijind realizarea acestor obiective se bazeaza pe
studiul doctrinei, stiintei dreptului penal international si a dreptului penal comparat, precum si pe
metode de cercetare sociala empiricd si incursiuni in domeniul teoriei dreptului, al dreptului
international si european, al drepturilor omului. In acest fel, se poate determina un cadru de
referintd pentru justitia penald In sisteme caracterizate de existenta mai multor nivele.

Publicatii:

Din punctul de vedere al dreptului penal comparat, publicatiile Profesorului Sieber
trateaza, in special, probleme legate de globalizare, de dreptul penal european, terorism, crima
organizatd, infractionalitate ciberneticd si dreptul comunicatiilor. Doud dintre cartile Domniei
Sale au fost traduse In limba japoneza, iar "Manualul International de Criminalitate Cibernetica”,
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al carui autor este, a fost publicat in limba franceza. Multe dintre articolele Domniei Sale in
domenii ca dreptul comunicatiilor si dreptul penal economic au fost publicate in limbile chineza,
daneza, engleza, franceza, greaca, italiana, japoneza, coreeana, persana, portugheza, poloneza,
spaniold si turcd. De asemenea, au fost publicate in limbile chineza, japonezd si coreeana
antologii cuprinzand articole de referinta purtand semnatura Domniei Sale.
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CURRICULUM VITAE

ULRICH SIEBER

Director, Max Planck Institute for Foreign and International Criminal Law

Prof. Dr. Dr. h.c. mult. Ulrich Sieber is a director at the Max Planck Institute for Foreign
and International Criminal Law in Freiburg/Germany and an honorary professor and faculty
member at the law faculties of the University of Freiburg and the University of Munich.

He is a visiting professor at the law departments of Peking University, Renmin
University, Beijing Normal University, and Wuhan University (all People’s Republic of China)
as well as an honorary professor at the Universidad Tecnologica de los Andes (Cusco/Peru). He
is the recipient of hononary doctorates from the National and Kapodistrian University of
Athens/Greece, the National University of San Marcos (Lima/Peru), the National University of
the Altiplano (Puno/Peru), the University of Pécs/Hungary, and from South-West University
Neofit Rilski Blagoewgrad/Bulgaria.

Academic Career:

Prof. Sieber launched his academic career at the University of Freiburg, where he was a
researcher and academic staff member from 1973 to 1987. In 1977, he was awarded a doctorate
for his dissertation on computer crime and criminal law (Computerkriminalitit und Strafrecht)
and completed the bar exam. In addition to his academic work, he also worked as an attorney
specializing in computer law from 1978 to 1987.

He earned a post-doctoral lecturing qualification under the supervision of Prof. Dr. Klaus
Tiedemann at the University of Freiburg in 1987 with a Habilitation on the relationship between
substantive criminal law and criminal procedure. In the same year, he accepted a position as
professor of criminal law, criminal procedure, and information law at the University of Bayreuth.
In 1991, Prof. Sieber became professor of criminal law, criminal procedure, information law, and
legal informatics at the University of Wiirzburg, where he was dean of the law faculty from 1997
to 1998. He declined an offer of professorship for legal informatics from the University of
Miinster in 1994. Also in 1994, he was a visiting professor at the University of Tokyo. In April
2000, he accepted an appointment to succeed Prof. Dr. Claus Roxin at the University of Munich.
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In October 2003, Prof. Sieber was appointed director at the Max Planck Institute for
Foreign and International Criminal Law in Freiburg, succeeding Prof. Dr. Hans-Heinrich
Jescheck and Prof. Dr. Albin Eser (https://www.mpicc.de/de/int/home.cfm). Since 2004, he has
also been an honorary professor and law faculty member at the University of Munich and the
University of Freiburg, with the authorization to confer doctoral and post-doctoral degrees. He is
the initiator and spokesperson of the International Max Planck Research School for Comparative
Criminal Law, a cooperative venture of the Max Planck Institute in Freiburg and the law faculty
of the University of Freiburg (see: http://www.imprs-cc.de/de/).

National and International Consulting:

In addition to his academic activities, Prof. Sieber continues to be active as an expert
consultant and advisor, especially in the areas of computer law, economic criminal law, and
international criminal law. In this capacity, he has served as a special advisor to two EC
Commissioners with his expertise on issues of computer law and EC fraud. He has also served
on the legal committee and several enquiry commissions of the German Parliament and has
advised the German Federal Constitutional Court, the German Ministry of Justice, the German
Ministry of Education, Science, Research, and Technology, and the German Federal Police
Office. He has also advised the Council of Ministers and the Parliamentary Assembly of the
Council of Europe, the European Commission, the Research Ministers of the G-8 nations
(Carnegie Group), the OECD, the United Nations, and the International Chamber of Commerce
in Paris. As a legal authority, he has written expert opinions for and been a consultant to the
International Criminal Tribunal for the former Yugoslavia as well as the Canadian Ministry of
Justice, the U.S. Senate, the Privacy and Civil Liberties Oversight Board of the U.S. government,
and the National Police Agency of Japan.

Memberships:

In Germany, Prof. Sieber is president and a founding member of the German
Association for European Criminal Law (Deutsche Vereinigung fiir Europdisches Strafrecht
e.V.), vice president of the German section of the International Association of Penal Law
(Association Internationale pour la Défense Sociale, AIDP), member of the board of the
European Center of Law at the University of Wiirzburg, chairman of the Ethics Council of the
Max Planck Society, member of the foundation board of the German Foundation for Law and
Computer Science (DSRI), member of the scholarship council of the Minerva Foundation,
advisory member of the directorate of the Centre for Security and Society of the University of
Freiburg, member of the advisory board of the German National Academy of Science
(Leopoldina) and the German Research Foundation (DFG) for questions concerning the handling
of security-relevant research, and member of the information safety commission of the Max
Planck Society as well as of the foundation board of the Olav Brennhovd Foundation.
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Internationally, he is vice president of the Scientific Committee of the International
Association of Penal Law (AIDP), vice president of the International Academy of Comparative
Law (IACL), vice president of the International Society of Social Defence and Humane Criminal
Policy (iISSD), member of the board of directors of the International Institute of Higher Studies
in Criminal Sciences (ISISC), German contact point for the European Criminal Law Academic
Network (ECLAN), honorary member of the Japanese Association of Criminal Law Professors,
and honorary member of the llustre Colegio de Abogados del Cusco, Editorships:

Prof. Sieber is editor of the Strafrechtliche Forschungsberichte [Reports on Research in
Criminal Law] of the Max Planck Institute for Foreign and International Criminal Law, of the
European series ius informationis and ius criminale, and of the series Max Planck Research on
International, European, and Comparative Criminal Law. He is co-editor of the Interdisziplindre
Forschungen aus Strafrecht und Kriminologie [Interdisciplinary Research in Criminal Law and
Criminology], of a collection of foreign criminal laws in German translation, and of the
European series ius europaeum. He is also co-editor of the Zeitschrift fiir die gesamte
Strafrechtswissenschaft (ZStwW) and of the Auslandsrundschau der Zeitschrift fiir die gesamte
Strafrechtswissenschaft and the periodical Multimedia und Recht, and serves on the advisory
council of the journal Computer und Recht.

In addition, he is editor-in-chief of the online publication eucrim and a member of the
editorial boards of Computer Law and Security Review, of the Series on International Criminal
Law, of the journal Crime, Law and Social Change, and of the International Criminal Law
Review. He is a member of the editorial staff of the Russian journal National Security and a
member of the advisory boards of the journal European Journal of Crime, Criminal Law and
Criminal Justice, the journal New Journal of European Criminal Law, the journal Money
Laundering Control and a member of the advisory committee of the journal Peking University
Law Journal. He is also a member of the international scientific committee of the Revista Penal,
of the scientific committtee of the Revista Penal México, of the international scientific committee
of the journal Revue de science criminelle et de droit pénal comparé (RSC), and of the scientific
councils of the Serbian journal Crimen — Journal for Criminal Justice and the journal Dreptul
(published by the Romanian Lawyers Association). He is a member of the honorary committee
of the Romanian journal Revista de Drept Penal and serves on the scientific board of the Journal
of Eastern European Criminal Law as well as on the board of the Greek online publication Recht
und Neue Technologien.
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Current Research Program:

The research program of Prof. Sieber at the Max Planck Institute for Foreign and
International Criminal Law in Freiburg is closely attuned to current changes in crime, criminal
law, and criminal policy in today’s global information and risk society. New challenges to
criminal law and security law emerge with these changes. Contributors to the urgency of these
challenges include the growing transnationality of crime, the increasing threat level, and the high
degree of complexity. These factors are especially apparent in the areas of terrorism, organized
crime, economic crime, and cybercrime — all focuses of the research program.

These developments have pushed traditional criminal law to its territorial and functional
limits as regards the protection of society and the guarantees of individual freedoms. New
questions arise, for example, as to the conceptual design of a transnationally effective criminal
law, the role of criminal law in the context of the emerging preventive orientation towards
security interests, and alternative systems of social control.

Against this background, the research program of the Department of Criminal Law at the
Max Planck Institute for Foreign and International Criminal Law pursues three related,
progressive research goals: (1) the analysis of empirical changes in delinquency and security
risks in a society shaped by globalization, technological advances, and economic development;
(2) the analysis and critical evaluation of the corresponding normative changes in present-day
security law; and (3) the development of viable responses to the issues spawned by these
changes.

The primary research methods used to achieve these aims include legal doctrine,
international criminal law science, and comparative criminal law as well as methods of empirical
social research and the inclusion of fundamental questions of legal theory, international law,
European law, and human rights. In this way, a frame of reference for criminal justice in multi-
level systems can be determined.

Publications:

From the vantage point of comparative criminal law, Prof. Sieber’s publications deal, in
particular, with issues relating to globalization, European criminal law, terrorism, organized
crime, cybercrime, and information technology in law. Two of his books have been translated
into Japanese; his “International Handbook on Computer Crime” has been published in French.
Articles on issues of computer law and economic criminal law have been published in Chinese,
Danish, English, French, Greek, Italian, Japanese, Korean, Persian, Portuguese, Polish, Spanish,
and Turkish. Anthologies with authoritative articles have been published in Chinese, Japanese
and in Korean.
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List of Publications

. Books

Computerkriminalitét und Strafrecht, Carl Heymanns Verlag KG,
Koln/Berlin/Bonn/Miinchen, 1st edition 1977, XXIX + 364 pages, 2nd, supplemented edition
1980, XL + 522 pages.

(Computerkriminalitit und Strafrecht, Neue Entwicklungen in Technik und Recht,
supplement 1980 to the Ist edition, Carl Heymanns Verlag KG, KoIn/Berlin/Bonn/Miinchen
1980, XL + 158 pages, also published separately.)

Japanese translation of “Computerkriminalitit und Strafrecht®, 2nd edition 1980, by Noriyuki
Nishida and Atsushi Yamaguchi, University of Tokyo, Seibundo Tokyo, vol. 1 1986, vol. 2
1988, XVII + XVIII + 575 pages.

Informationstechnologie und Strafrechtsreform — Zur Reichweite des kiinftigen Zweiten
Gesetzes zur Bekdmpfung der Wirtschaftskriminalitdt, Carl Heymanns Verlag KG,
KélIn/Berlin/Bonn/Miinchen 1985, 88 pages.

Japanese translation by Noriyuki Nishida and Atsushi Yamaguchi, University of Tokyo,

printed in the above mentioned volume of “Computerkriminalitdt und Strafrecht”, vol. 2,
1988.

The International Handbook on Computer Crime — Computer-related Economic Crime and
the Infringements of Privacy, John Wiley & Sons Chichester, New York/Brisbane 1986, XIV
+ 276 pages.

French translation by Sylvie Schaff (Centre de Recherches Informatique et Droit, Namur) and
by Martine Briat (International Chamber of Commerce, Paris): La Délinquance Informatique,
published by Story Scientia, Brussels 1990, VI + 290 pages.

Persian translation by Siamak Ghaja Ghionloo, edited by Islamic Republic of Iran, Plan &
Budget Organization, Center for Socio-Economic Documentation and Publication, 1996.

Der Konflikt zwischen Strafrecht und Strafprozefrecht, Thesis submitted for the Certificate of
“Habilitation”, Faculty of Law of the Albert-Ludwigs-University of Freiburg i. Br.,
typewritten version 1987, XI + 652 pages.
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The International Emergence of Criminal Information Law, Carl Heymanns Verlag KG,
Koln/Berlin/Bonn/Miinchen 1992, XIV + 144 pages.

Persian translation by Hasan Deziani, edited by Islamic Republic of Iran, Plan & Budget
Organization, Center for Socio-Economic Documentation and Publication, 1996.

Logistik der Organisierten Kriminalitét, Schriftenreihe des Bundeskriminalamtes, Wiesbaden
1993, XXII + 408 pages (in cooperation with Marion Bogel).

Kinderpornographie, Jugendschutz und Providerverantwortlichkeit im Internet — Eine
strafrechtsvergleichende Untersuchung, published by the Federal Ministry of Justice in the
series ,,recht®, Bonn 1999, XXIV + 446 pages.

Verantwortlichkeit im Internet — Technische Kontrollmoglichkeiten und multimediarechtliche
Regelungen, C.H. Beck Verlag, Miinchen 1999, XXIII + 354 pages.

The Punishment of Serious Crimes — A comparative analysis of sentencing law and practice,
Arbeitsberichte 5.1, Freiburg 2004, 276 pages.

Sperrverfiigungen im Internet — Nationale Rechtsdurchsetzung im globalen Cyberspace?
Schriftenreine des Max-Planck-Instituts fiir ausldndisches und internationales Strafrecht,
Duncker & Humblot, Berlin 2008, XX + 263 pages (in cooperation with Malaika Nolde).

Komplexe Kriminalitdt und Strafrecht in der Weltrisikogesellschaft — Aktuelle Forschungen
am Max-Planck-Institut fiir ausldndisches und internationales Strafrecht (in German and
Korean language), edited by Korean Institute of Criminology, Seoul 2011, 453 pages.

Criminal Law in the Global Risk and Information Society: The paradigm shifts of the 21st
century (in Chinese language), translated and edited by Zunyou Zhou/Su Jiang, China Legal
Publishing House, Beijing 2012, 534 pages.

Die Herausforderungen an die Strafrechtswissenschaft im 21. Jahrhundert — Globalisierung,
Informationsgesellschaft und Risikogesellschaft (in Japanese language), translated and edited
by Katsunori Kai/Morikazu Taguchi, Waseda University Comparative Law Study Series 39,
Tokyo 2012, 557 pages.

Straftaten und Strafverfolgung im Internet — Gutachten C zum 69. Deutschen Juristentag,
edited by the Permanent Deputation of the German Jurists Forum, Verlag C.H. Beck, Munich
2012, 157 pages.
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Turkish translation by Yener Unver and Temmuz Oglakcioglu: Internetteki Suglar ve Sugun
Internette Takibi. Global Bilgi Toplumundaki Yeni Gelismelerin Isiginda Hangi Onlemler
Tavsiye Edilmektedir? 69. Alman Hukukgular Giinii Igin, Bilirkisi Raporu.Seckin Hukuk,
Ankara 2014, 223 pages.

Compliance Programs for the Prevention of Economic Crimes — An Empirical Survey of
German Companies, Strafrechtliche Forschungsberichte. Schriftenreihe des Max-Planck-
Instituts fiir ausldndisches und internationales Strafrecht, Duncker & Humblot, Berlin 2014,
V-VI + 312 pages (in cooperation with Marc Engelhart).

Terrorismusfinanzierung. Privention im Spannungsfeld von internationalen Vorgaben und
nationalem Tatstrafrecht. Schriftenreihe des Max-Planck-Instituts fiir auslédndisches und
internationales Strafrecht, Strafrechtliche Forschungsberichte Bd. S 150, Duncker & Humblot,
Berlin 2015, V-VI + 236 pages (in cooperation with Benjamin Vogel).

. Articles and Reports

Computerkriminalitdt: Probleme hinter einem Schlagwort. Report on the occasion of a
hearing of the interparliamentary workshop in Bonn, DSWR 1974, pp. 245-250.
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